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a statement

Network Outages are Common and Costly
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https://www.theguardian.com/technology/2021/oct/05/facebook-outage-what-went-wrong-and-why-did-it-take-so-long-to-fix
https://www.internetsociety.org/blog/2017/08/google-leaked-prefixes-knocked-japan-off-internet/
https://www.eweek.com/enterprise-apps/router-crashes-trigger-major-southwest-it-system-failure/
https://manrs.org/2023/05/bgp-route-leak-at-angola-cables-slows-connectivity-for-many-australians/
https://www.nytimes.com/2015/07/09/business/united-airlines-grounds-flights-citing-computer-glitch.html#:~:text=United%20Airlines%20grounded%20planes%20nationwide,because%20of%20a%20computer%20issue.


Control Plane Verifiers (CPVs)

3

CPV
configs

topology

results



a statement

Req #1: Reasoning About Failures

4

https://www.theguardian.com/technology/2021/oct/05/facebook-outage-what-went-wrong-and-why-did-it-take-so-long-to-fix
https://www.internetsociety.org/blog/2017/08/google-leaked-prefixes-knocked-japan-off-internet/
https://www.eweek.com/enterprise-apps/router-crashes-trigger-major-southwest-it-system-failure/
https://manrs.org/2023/05/bgp-route-leak-at-angola-cables-slows-connectivity-for-many-australians/
https://www.nytimes.com/2015/07/09/business/united-airlines-grounds-flights-citing-computer-glitch.html#:~:text=United%20Airlines%20grounded%20planes%20nationwide,because%20of%20a%20computer%20issue.


CPV #1: Reasoning About Failures
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+ failure

Minesweeper[3]

Hoyan[6]

SRE[7]

……

CPV
configs

topology

results



Req #2: Reasoning About Config Updates
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a statement

https://www.internetsociety.org/blog/2017/08/google-leaked-prefixes-knocked-japan-off-internet/
https://www.eweek.com/enterprise-apps/router-crashes-trigger-major-southwest-it-system-failure/
https://manrs.org/2023/05/bgp-route-leak-at-angola-cables-slows-connectivity-for-many-australians/
https://www.nytimes.com/2015/07/09/business/united-airlines-grounds-flights-citing-computer-glitch.html#:~:text=United%20Airlines%20grounded%20planes%20nationwide,because%20of%20a%20computer%20issue.
https://www.theguardian.com/technology/2021/oct/05/facebook-outage-what-went-wrong-and-why-did-it-take-so-long-to-fix


CPV #2: Reasoning About Config Updates
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+ updates

DNA[8]

JinJing[13]

……

CPV
configs

topology

results



a statement

Req #3: Reasoning About External Routes

8

https://www.theguardian.com/technology/2021/oct/05/facebook-outage-what-went-wrong-and-why-did-it-take-so-long-to-fix
https://www.eweek.com/enterprise-apps/router-crashes-trigger-major-southwest-it-system-failure/
https://www.nytimes.com/2015/07/09/business/united-airlines-grounds-flights-citing-computer-glitch.html#:~:text=United%20Airlines%20grounded%20planes%20nationwide,because%20of%20a%20computer%20issue.
https://www.internetsociety.org/blog/2017/08/google-leaked-prefixes-knocked-japan-off-internet/
https://manrs.org/2023/05/bgp-route-leak-at-angola-cables-slows-connectivity-for-many-australians/


Reasoning About External Route is Important
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ISP2ISP1 AS 300
N1 A B N2

ISP2ISP1 AS 300
N1 A B N2

route leak

traffic hijack



Space of External Route is Colossal
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ISP2 AS 200ISP1 AS 100 AS 300

N1 A B N2

0.0.0.0/0
0.0.0.0/1
128.0.0.0/1
……
255.255.255.255/32

#Prefix = 𝟐𝟑𝟑 − 𝟏



Space of External Route is Colossal
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ISP2 AS 200ISP1 AS 100 AS 300

N1 A B N2

182.185.152.0/22
241.25.0.0/16

153.42.96.0/19
82.183.39.0/24

54.170.144.0/20

0.0.0.0/0
0.0.0.0/1
128.0.0.0/1
……
255.255.255.255/32

#Prefix = 𝟐𝟑𝟑 − 𝟏



Space of External Route is Colossal
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#Prefix = 𝟐𝟑𝟑 − 𝟏

ISP2 AS 200ISP1 AS 100 AS 300

N1 A B N2

182.185.152.0/22
241.25.0.0/16

153.42.96.0/19
82.183.39.0/24

54.170.144.0/20

0.0.0.0/0
0.0.0.0/1
128.0.0.0/1
……
255.255.255.255/32

#Prefix-set = 𝟐𝟐
𝟑𝟑−𝟏



Space of External Route is Colossal
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ISP2 AS 200ISP1 AS 100 AS 300

N1 A B N2

182.185.152.0/22
241.25.0.0/16

153.42.96.0/19
82.183.39.0/24

54.170.144.0/20

0.0.0.0/0
0.0.0.0/1
128.0.0.0/1
……
255.255.255.255/32

Space size = 𝟐 𝟐𝟑𝟑−𝟏 ×𝒎

#Neighbor

#Prefix = 𝟐𝟑𝟑 − 𝟏

#Prefix-set = 𝟐𝟐
𝟑𝟑−𝟏



Space of External Route is Colossal

14

ISP2 AS 200ISP1 AS 100 AS 300

N1 A B N2

182.185.152.0/22
241.25.0.0/16

153.42.96.0/19
82.183.39.0/24

54.170.144.0/20

Space size = 𝟐 𝟐𝟑𝟑−𝟏 ×𝒎How to handle such 
a colossal space? #Neighbor



Method #1: Enumerate Concrete External Routes

15

SRE[7], Hoyan[6], Tiramisu[9], Plankton[10], Shapeshifter[4], ERA[11], Batfish[1]

ISP2 AS 200ISP1 AS 100 AS 300

N1 A B N2

182.185.152.0/22
241.25.0.0/16

153.42.96.0/19
82.183.39.0/24

54.170.144.0/20

Enumeration is infeasible



Method #2: Symbolize External Routes with SMT

16

NV[5], Minesweeper[3], Bagpipe[12]

ISP2 AS 200ISP1 AS 100 AS 300

N1 A B N2

SMT solving is Unscalable

(𝑝1
1, 𝑝1

2, … , 𝑝1
32, 𝑙𝑒𝑛1) (𝑝2

1, 𝑝2
2, … , 𝑝2

32, 𝑙𝑒𝑛2)

SMT constraints
𝑝1
1 = 1, …, 
𝑙𝑒𝑛1 ≤ 16,
𝑝2
1 = 0, …, 
16 ≤ 𝑙𝑒𝑛2 ≤ 24,
…

Z3



Our Approach: Expresso
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Espresso

Express



Example Network
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ISP2 AS 200ISP1 AS 100 AS 300

N1 A B N2



Example Network
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3-bit IP addresses: 110, 010, …
3-bit prefixes: 000/0, 000/1, …, 111/3

ISP2 AS 200ISP1 AS 100 AS 300

N1 A B N2



Example Network

20

3-bit IP addresses: 110, 010, …
3-bit prefixes: 000/0, 000/1, …, 111/3

ISP2 AS 200ISP1 AS 100 AS 300

N1 A B N2

15

Space size = 215×2



Example Network

21

route-policy im1 permit node 100
if-match prefix 100/2 110/2
set-local-preference 200

route-policy im2 permit node 100
if-match prefix 100/2 110/2
set-local-preference 100

ISP2 AS 200ISP1 AS 100 AS 300

N1 A B N2



Example Network

22

route-policy im1 permit node 100
if-match prefix 100/2 110/2
set-local-preference 200

route-policy im2 permit node 100
if-match prefix 100/2 110/2
set-local-preference 100

ISP2 AS 200ISP1 AS 100 AS 300

N1 A B N2



Observation1: Equivalence

23

route-policy im1 permit node 100
if-match prefix 100/2 110/2
set-local-preference 200

route-policy im2 permit node 100
if-match prefix 100/2 110/2
set-local-preference 100

ISP2 AS 200ISP1 AS 100 AS 300

N1 A B N2

Prefix 
Equivalence



Observation1: Equivalence

24

Advertiser 
Equivalence

route-policy im1 permit node 100
if-match prefix 100/2 110/2
set-local-preference 200

route-policy im2 permit node 100
if-match prefix 100/2 110/2
set-local-preference 100

ISP2 AS 200ISP1 AS 100 AS 300

N1 A B N2

For 100/2 and 110/2



How to Explore Equivalences?
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SRE[7] SIGCOMM’22 
Symbolic simulation 

......
100/2
110/2
……

……
100/2
110/2
……

......
100/2
110/2
……

……
100/2
110/2
……

N1 N2

......
100/2
110/2
……

……
100/2
110/2
……

N1 N2

N1 N2

EC#1: N1 announces 
100/2, 110/2

EC#2: Only N2 announces 
100/2, 110/2

EC#3: No announcement for 
100/2, 110/2



Workflow of Symbolic Simulation[7]
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Symbolic Route 
Computation 

(SRC)

Symbolic Packet 
Forwarding 

(SPF)

Property 
Analysis

Configurations

Topology



SRE Makes Link Symbolic
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Symbolic Route 
Computation 

(SRC)

Symbolic Packet 
Forwarding 

(SPF)

Property 
Analysis

Configurations

Topology

𝒍𝟏

𝒍𝟐

𝒍𝟑
𝒍𝟒

Symbolic 
link states

+



SRE Computes Failure Equivalence Classes
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Symbolic RIB
……
110/2, ¬𝑙1𝑙2, 𝑅2
……

Symbolic Route 
Computation 

(SRC)

Symbolic Packet 
Forwarding 

(SPF)

Property 
Analysis

Configurations

Topology

Symbolic RIBs

𝒍𝟏

𝒍𝟐

𝒍𝟑
𝒍𝟒

Symbolic 
link states

+



SRE Computes Failure Equivalence Classes

29

Symbolic RIB
……
110/2, ¬𝒍𝟏𝒍𝟐, 𝑅2
……

Symbolic Route 
Computation 

(SRC)

Symbolic Packet 
Forwarding 

(SPF)

Property 
Analysis

Configurations

Topology

Symbolic RIBs

𝒍𝟏

𝒍𝟐

𝒍𝟑
𝒍𝟒

Symbolic 
link states

+

Failure Equivalence Class



Modeling Symbolic Routes As Symbolic Links

30

ISP2 AS 200ISP1 AS 100

PR1 PR2AS 300

… … …000/0 100/1 110/2 111/3

N1 N2



Modeling Symbolic Routes As Symbolic Links
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ISP2 AS 200ISP1 AS 100

PR1 PR2AS 300

… … …000/0 100/1 110/2 111/3

N1 N2



SRE Encoding: Select by Link Variables
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ISP2 AS 200ISP1 AS 100

PR1 PR2AS 300

… … …000/0 100/1 110/2 111/3

N1 N2

𝑏0
1 = 1 𝑏14

2 = 1

𝑁1 announces 000/0, 𝑁2 announces 110/2 and 111/3



SRE Encoding: Select by Link Variables
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ISP2 AS 200ISP1 AS 100

PR1 PR2AS 300

… … …000/0 100/1 110/2 111/3

3-bit: 15×2 variables

N1 N2

#Prefix #Neighbor



SRE Encoding: Select by Link Variables

34

ISP2 AS 200ISP1 AS 100

PR1 PR2AS 300

… … …000/0 100/1 110/2 111/3

IPv4: 233 − 1 ×𝑚 variables

N1 N2

#Prefix #Neighbor



Observation2: Independency in Route Computation
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ISP2 AS200ISP1 AS100 AS300

N1 A B N2
110/2

100/2
Prefixes mostly
Independent1

1 Network features like route aggregation can cause dependencies, please refer to our paper for more details.



Expresso Encoding: First Select Prefixes
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ISP2 AS 200ISP1 AS 100

PR1 PR2

… … …000/0 100/1 110/2 111/3

𝒑𝟏, 𝒑𝟐, 𝒑𝟑, 𝒍𝟏, 𝒍𝟐

AS 300
N1 N2

IP address vars Prefix length vars



Expresso Encoding: Then Select Advertisers
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ISP2 AS 200ISP1 AS 100

PR1 PR2AS 300

… … …000/0 100/1 110/2 111/3

𝒏𝟏 𝒏𝟐N1 N2



Example

38

ISP2 AS 200ISP1 AS 100

PR1 PR2

… … …000/0 100/1 110/2 111/3

¬𝑝1¬𝑝2¬𝑝3¬𝑙1¬𝑙2𝑛1

AS 300
N1 N2

𝑝1𝑝2¬𝑝3𝑙1¬𝑙2𝑛2
𝑝1𝑝2𝑝3𝑙1𝑙2𝑛2

𝑁1 announces 000/0, 𝑁2 announces 110/2 and 111/3

reused



Expresso Encoding

39

ISP2 AS 200ISP1 AS 100

PR1 PR2AS 300

… … …000/0 100/1 110/2 111/3

3-bit: 2 24−1
2
→ 3 + 2 + 2

N1 N2

IP address
Prefix length

#Neighbor



Expresso Encoding

40

ISP2 AS 200ISP1 AS 100

PR1 PR2AS 300

… … …000/0 100/1 110/2 111/3

N1 N2

IPv4: 2 233−1
𝑚
→ 32 + 6 +𝑚

IP address
Prefix length

#Neighbor



Expresso SRC: Initialize Symbolic Route
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N1 A B N2

𝑛1 ❶

Arbitrary prefixes 
announced by N1



Expresso SRC: Route Propagation
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N1 A B N2

𝑛1 ❶

route-policy im1 permit node 100
if-match prefix 100/2 110/2
set-local-preference 200

𝑝1¬𝑝2𝑙1¬𝑙2 𝑝1𝑝2𝑙1¬𝑙2



Expresso SRC: Apply Routing Policy
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❷

N1 A B N2

𝑛1 ❶

route-policy im1 permit node 100
if-match prefix 100/2 110/2
set-local-preference 200

𝑝1¬𝑝2𝑙1¬𝑙2 𝑝1𝑝2𝑙1¬𝑙2

𝑛1 ∧ 𝑝1¬𝑝2𝑙1¬𝑙2 ∨ 𝑝1𝑝2𝑙1¬𝑙2

𝑝1𝑙1¬𝑙2𝑛1



Expresso SRC: Route Propagation

44

N1 A B N2

❹

𝑛1 ❶

❷𝑝1𝑙1¬𝑙2𝑛1 𝑝1𝑙1¬𝑙2𝑛1



Symbolic Packet Forwarding

45

Symbolic Route 
Computation 

(SRC)

Symbolic Packet 
Forwarding 

(SPF)

Property 
Analysis

Configurations

Topology

Compute 
Symbolic FIBs

RIB FIB

Forward Symbolic 
Packets



Prefix Dependency in Packet Forwarding 
Due to Longest Prefix Match
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100/1

100/3

101/3

110/3

111/3

Dependent
𝑝1𝑙1𝑛1

1 variable per neighbor is not 
enough any more.

15 variables per neighbor now?



Observation3: Dependency is Limited to 
Different Prefix Length
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100/1

100/3

101/3

110/3

111/3

Mutually 
Independent

100/1

100/3

101/3

110/3

111/3

Dependent
𝑝1𝑙1𝑛1



Expresso Data Plane Encoding
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PR1 PR2

… … …000/0 100/1 110/2 111/3

AS 300
N1 N2

0 1 2 3 0 1 2 3



Expresso Data Plane Encoding

49

PR1 PR2

… … …000/0 100/1 110/2 111/3

𝒑𝟏, 𝒑𝟐, 𝒑𝟑

AS 300

0 1 2 3 0 1 2 3

𝒏𝟏
𝟎 𝒏𝟏

𝟏 𝒏𝟏
𝟐 𝒏𝟏

𝟑 𝒏𝟐
𝟎 𝒏𝟐

𝟏 𝒏𝟐
𝟐 𝒏𝟐

𝟑

N1 N2



Expresso Compute Symbolic FIBs

50

RIB
𝑝1𝑙1¬𝑙2𝑛1, 𝑅1
……

FIB
𝑝1𝑛1

2, 𝑅1
……

𝑛1
0, 𝑛1

1, 𝑛1
2, 𝑛1

3

length vars

length-specific neighbor vars

neighbor vars



Expresso Compute Symbolic FIBs
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RIB
𝑝1𝑙1¬𝑙2𝑛1, 𝑅1
……

FIB
𝑝1𝑛1

2, 𝑅1
……

𝑛1
0, 𝑛1

1, 𝑛1
2, 𝑛1

3

length vars

length-specific neighbor vars

neighbor vars



Expresso compute PECs
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A B

(𝑝1¬𝑛1
2𝑛2

2 ,EXIT)True

FIB@A
𝑝1𝑛1

2, 𝑁1
𝑝1¬𝑛1

2𝑛2
2, 𝐵

FIB@B
𝑝1𝑛1

2, 𝐴
𝑝1¬𝑛1

2𝑛2
2, 𝑁2

N2



Expresso compute PECs
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A B

FIB@A
𝑝1𝑛1

2, 𝑁1
𝑝1¬𝑛1

2𝑛2
2, 𝐵

FIB@B
𝑝1𝑛1

2, 𝐴
𝑝1¬𝑛1

2𝑛2
2, 𝑁2

N2

(𝑝1¬𝑛1
2𝑛2

2 ,EXIT)True

Prefixes 1**/*

Exit the network

Prefix length is 2, 
announced by N2 but not N1



Property Analysis
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Route Leak Route Hijack
x

Traffic Hijack
x

Egress Preference

❶ ❷

Block To External

No BTE



Evaluation Results
On the WAN of a Cloud Service Provider (CSP)

55



A Cloud Service Provider’s WAN

56

Region1 Region3

Region2 Region4PR2

PR4

PR3

O(10) neighbors

O(20) neighbors

O(40) neighbors

O(20) neighbors

PR1

RR

PR: Peering Router, RR: Route Reflector



Found Violations
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AS200

AS300

AS100

ISPb

ISPa PR1

RR

PR2

route leak

AS200

AS100

ISPa PR1

RR

PR2

route hijack

AS200

AS100

ISPa PR1

RR

PR2 DR2

traffic hijack

6 confirmed 17 confirmed 19 confirmed



Case Study (A Route Hijack)
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AS200

AS100

ISPa PR1

RR

PR2

(242.138.112.88/31, 
CONNECTED)

(242.138.112.88/31, 
100, BGP)

PR: Peering Router, RR: Route Reflector



Case Study (A Route Hijack)
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AS200
ISPa

AS100

PR1

RR

PR2

route-policy import node 100
if-match prefix-list list1
set-local-preference 200

ip prefix list1 node 100 deny 114.247.96.0 20 le 32
ip prefix list1 node 200 deny 123.29.0.0 20 le 32
ip prefix list1 node 300 deny 137.155.0.0 18 le 32
ip prefix list1 node 400 deny 92.230.128.0 18 le 32
ip prefix list1 node xxx deny 242.138.120.0 20 le 32
ip prefix list1 node 500 permit 0.0.0.0 0 le 32

missing(242.138.112.88/31, 
CONNECTED)

(242.138.112.88/31, 
100, BGP)

PR: Peering Router, RR: Route Reflector



Case Study (A Route Hijack)
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AS200
ISPa

AS100

PR1

RR

PR2

(242.138.112.88/31, 
CONNECTED)

(242.138.112.88/31, 
100, BGP)

PR: Peering Router, RR: Route Reflector



Case Study (A Route Hijack)
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AS200
ISPa

AS100

PR1

RR

PR2

(242.138.112.88/31, 
CONNECTED)

(242.138.112.88/31, 
100, BGP)

PR: Peering Router, RR: Route Reflector



Case Study (A Route Hijack)

62

route hijack

RIB@RR
……
242.138.112.88/31, 200, 𝑃𝑅1, 𝑰𝑺𝑷𝒂
……

AS200
ISPa

AS100

PR1

RR

PR2

(242.138.112.88/31, 
CONNECTED)

(242.138.112.88/31, 
100, BGP)

PR: Peering Router, RR: Route Reflector



Performance
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Minesweeper ≈1 day
Expresso <1h

1h



Performance
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Expresso is 1-4 orders of 
magnitude faster



Summary
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• External route caused incidents are common and costly. 

• External route environment space is colossal and existing verifiers
cannot explore it efficiently.

• Expresso uses equivalences and independencies to efficiently explore 
the space of external routes through symbolic simulation.

• Expresso finds real violations on a CSP’s WAN.



Expresso: Comprehensively Reasoning About 
External Routes Using Symbolic Simulation

66

Dan Wang Peng Zhang Aaron Gember-Jacobson

Xi’an Jiaotong University Colgate University
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