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演示者
演示文稿备注
Thanks for the introduction.�I’m Ning Kang from Xi’an Jiaotong University.�Today, I’m going to talk about SMT-based fault-tolerance verification for wide area networks.


Network outages are common
» CISCO Thousandeyes

One-Day Report
(2026-04-24)

Outages > Tk

https://www.thousandeyes.com/outages/
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Network outages are actually very common.�According to Cisco ThousandEyes, there are more than one thousand network outages on a single day.�These outages can cause significant economic losses.


The main reasons are human errors

« CISCO Thousandeyes
Configuration/ Change °
One-Day Report management issue
(2026-04-24) Firmware / software fault
Outages > T uptime

INTELLIGENCE

. : Capacity /
¢ Upt' me , nStltUte Congestion issue Uptlme Instite’s research points
’ o to one simple and actionable
Annual Repor’t Data synchronization / finding: Human error is often
(2023) corruption the result of failure to follow
Cyberattack o ptrocesses, or hBa\;itng
itV i inadequate processes. Better

Human Error accounts for securlly Issue

focus, management and training
64% of outages will produce better results.

https://www.datacenter-forum.com/uptime-institute/uptime-institutes-annual-outages-analysis-2023
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The primary reason behind these outages / is human error.�In fact, report of uptime institute shows about 64 percent of network outages / are caused by human errors during network configuration changes.


Why are wide area networks error-prone?

Irregular Topology

No central nodes or hierarchical layers

Real-world Topology : US Carriér https://topology-zoo.org/
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So why are wide area networks / so error-prone?�The first reason / is their irregular topology structure.�As we can see from this real-world topology us carrier from topology zoo, / there are no central nodes / and no clear hierarchical layers.
This is mainly because / wide area networks are often deployed at a global scale, / and their physical connectivity is constrained by geographic factors.


Why are wide area networks error-prone?

* lrregular Topology

No central nodes or hierarchical layers

« Complex Routing Policy

> Router reflector e /. INZ.
> Route aggregation

> BGP community ...

Real-world Topology : US Carriér https://topology-zoo.org/
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The second reason / is that each device is often configured with complex routing policies.�In practice, / operators often use advanced configuration features, / such as router reflectors, / route aggregation, / and BGP communities.�These features make manual misconfigurations / much more likely.


What does the operator want to know?

Reachabi“ty tolerance value
Greensboro->Atlanta: k = 1? /

v o Atlanta
Greensboroo.' -

Burlingtonc?' |™

Background 6


演示者
演示文稿备注
To avoid such misconfigurations, / operators want to know / whether network properties still hold / after link failures.�We take the reachability from Greensboro to Atlanta as an example.�A fault-tolerance value of one / means that Atlanta can still reach Greensboro / even if any one link fails.


What does the operator want to know?

. Reachabilitg tolerance value

&

Greensboro->Atlanta: k = 1?

O' * Atlanta

« Waypointing

Atlantam->Burlington->Greensboro: k = 3? |

° O b ° )

» Load Balancing Greensboro,
. >0
Atlanta->Greensboro has 2 paths: k = 2? Burlington/ |-
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Moreover, operators may also want to verify other properties.�Such as waypointing, / which asks whether packets will always traverse a specific node.�and load balancing, / which asks whether traffic can still be forwarded along multiple distinct paths.


It is hard to know the tolerance value
* Reachability

Greensboro->Atlanta: k = 1?

- Only considering topology connectivity:

O' * Atlanta
The tolerance value k = 1 y "

GreensboroOJ >Z)

Burlmgton
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However, / this fault-tolerance value is not easy to determine.�When only considering topology connectivity, / packets sent from Greensboro to Burlington have two distinct paths, / so the tolerance value is 1.


It is hard to know the tolerance value
» Reachability

Greensboro->Atlanta: k = 1?

- Only considering topology connectivity

—Fhe-tolerancevatvet—d—

O' * Atlanta

- Considering routing policies
The tolerance value k = O

ip prefix_list L permit 192.0.0.0/8 le 32
!

route-map v7_Import_From_v2 deny 10 GreensboroOJ

match ip address prefix-list L

!

route-map v7_Import From v2 permit 20 —_— Burlmgton .

| match everything else !

/] Drops routes within 192.0.0.0/8
Background
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But some paths may actually be blocked by routing policies.�For example, the device in Burlington is configured with a routing policy.�This policy permits a large range of prefixes with low priority, while denying a smaller range of prefixes with higher priority.�Finally, it drops all routes whose prefixes start with one hundred ninety-two.
As a result, packets will be blocked at Burlington, and the final tolerance value becomes zero.�Therefore, the tolerance value cannot be determined solely by the network topology.�We must also model the network configurations; otherwise, the computed tolerance value may be incorrect.


SMT-based verifiers can help operators

Minesweeper

SMT Constraints: - UNSAT = Property hold
NA-PAK - SAT = Property is violated

7 VTN

Network Property Tolerance Value

Background
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To address this problem, / SMT-based verifiers have been proposed / to help operators.�The earliest method, Minesweeper, introduces an SMT-based encoding framework / that is still widely used today.�Specifically, / it encodes the verification problem / into a set of SMT constraints.�Here, / N represents the network, / P represents the property, / and K represents the fault-tolerance requirement.�If the constraints are unsatisfiable, / it means the property holds.�Otherwise, / if the constraints are satisfiable, / the property is violated, / and the SMT solution / provides a counterexample.


SMT-based verifiers can help operators

Minesweeper

SMT Constraints:
N A= PAK

/

Network

Background
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We next introduce how the network is encoded.


Encoding Network Constraints N

- Routing PrOpagation ip prefix_list L permit 192.0.0.0/8 le 32

route-map v7_Import From v2 deny 10
match ip address prefix-list L
!

. route-map v7_Import_From_v2 permit 20
ROUt'ng Src I match everything else

Routing
Dst

Background | SOTA
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Minesweeper proposes a model where each node has import and export filters, 
and routing policies are modeled as either import filters or export filters. 
So when routes are propagated, these filters perform the corresponding actions, such as modifying or dropping routes. 
Let’s look at the previous routing policies as an example.



Encoding Network Constraints N

- Routing Propagation

Routing Src

Routing
Dst

Background | SOTA

ip prefix_list L permit 192.0.0.0/8 le 32
!
route-map v7_Import From v2 deny 10
match ip address prefix-list L
!
route-map v7_Import_From_v2 permit 20
I match everything else

if e2.valid A failedv2,v7 = O then
if FBM(e2.prefix, 192.0.0.0, 8) A
8< e2.prefixLen < 32 then

in7.valid = false .
\./ SMT Variables

else
in7.valid = true valid: 1 bit
in7.lp = e2.lp preﬁx; [0,232)
prefixLen: [0,25)

in7.prefixLen = e2.prefi

else
in7.valid = false

13
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Minesweeper will encode routing policies as SMT constraints.�Specifically, it uses a single SMT variable, a one-bit flag called valid, to represent whether a route remains valid after passing through a filter.�The prefix and prefix-length variables are used to model IP prefixes.�Based on these variables, Minesweeper can model prefix matching between routing policies and routing messages.
For example, this SMT constraint fragment of FBM means that if a route matches the filter, the valid flag of the route record becomes false.�In other words, the route will be dropped.


Encoding Network Constraints N

- Routing Selection

Routing Src

The best route of V7: bestgsp

N\ beStBGP ﬁin, N\ V beStBGP = ini
i €§2,5,8} i €§2,5,8}

Background
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After devices collect routes from their neighboring devices,�Minesweeper uses SMT constraints to model the best-route selection process.
For example, the best route on v7 can be represented by the following constraints.
The first part of the conjunction represents that the selected best route has the minimum preference cost.�The second part of the conjunction ensures that the best route must be selected from one of the neighboring routes.


SMT-based verifiers can help operators

Minesweeper

SMT Constraints:

N A= PAK

\

Property

Background
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We next introduce how encode property.


Encoding Property Constraints P

Can router v1 (not) reach subnet d on router v2?

Routing Src canReach, , & FIB,, 4

Background
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For the property, Can router v1 (not) reach subnet d on router v2?
Minesweeper define a variable canReach(v), / which indicates whether node v can reach destination.
For example, / for v2​, / canReach(v2) directly represents whether v2​ can reach destination.


Encoding Property Constraints P

Can router v1 (not) reach subnet d on router v2?

Routing Src canReach,, & FIB,, 4

canReach, ©
(FIB,{,s A canReach,,) V
(FIB,{,s A canReach, )

Routing

Property: canReach,,

Background 17
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For ​canReach(v1), / the definition becomes recursive.�It holds if either / ​v1 forwards to v4​ and v4​ can reach destination,�or v1​ forwards to v3​ and v3​ can reach destination.
Finally, the original problem — Can router v1 (not) reach subnet d on router v2?— is transformed into an SMT satisfiability problem. 
And we only need to check whether canReach(v1) is satisfiable or not.


Encoding Tolerance Value K

Minesweeper

SMT Constraints:

N A= PAK

\

Tolerance Value
K = Z,ELf,Sk

Background
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For encoding the tolerance value,
Minesweeper models the constraint that the number of failed links is less than k.
Here, L represents the set of all links in the network topology, and f l indicates whether link l is failed.
Therefore, tolerance value constraint is defined as the summation of f l over all links in L, and the summation must be smaller than k.


SMT-based verifiers exhibit low scalability

Background

Topology

US Carrier Nodes: 168 Links: 189

Large failure scenario space

Tolerance Value
Constraints

K = Z,eLf,S k

C(189, 3) = O(109)

Massive time overhead

> Verifying a single property requires hour-level runtime (0.5 h) Il!

> Verifying only 300 properties need about one week !!!

19
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But unfortunately, /the encoding method of tolerance value leads to a scalability problem for SMT-based verifiers.
For example, / in a US carrier topology with one hundred ninety-two links, 
By selecting three failed links,�the SMT solver may need to explore up to one million link failure combinations.
As a result, / verifying a single property can take around half an hour,�and verifying 300 intents / may take up to a week.


Can we verify a single property within a

reasonable time (minute-level)?

20
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So, can we verify a single property at minute-level ?


Speedup Methods for SMT-Based Verifiers

» Reducing encoded variables Bonsai  Origami
. Add|ng constraints BiNode Trailblazer

Optimizing the
+ Guiding the solving process NetSMT soFl)ving prgcess

Background | SOTA
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One type of speedup methods focuses on optimizing the solving process.�For example, by reducing encoded variables, adding extra constraints, or the solving process.


Speedup Methods for SMT-Based Verifiers

» Reducing encoded variables Bonsai  Origami

. Add|ng constraints BiNode Trailblazer

Optimizing the
+ Guiding the solving process NetSMT Soﬁv;ng prgcess

. Modularizing the network Timepiece Kirigami  Lightyear

ACORN Changing the

* Ignoring protocol details network model

Background | SOTA 22
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The other type of methods speedup verification / by simplifying the network model.�For example, they modularize the network / or abstract away protocol details.


Speedup Methods for SMT-Based Verifiers

Bonsai  Origami  Symmetric Network
(e.g. DCN)

Reducing encoded variables

Adding constraints BiNode Trailblazer Strong assumptions
( e.g. Gao-Rexford principle )

Specific properties
( e.g. property is violated )

Timepiece  Kirigami  Lightyear

+ Guiding the solving process NetSMT

« Modularizing the network

A .
ACORN Lose the ability to verify
fault tolerance property

23

Ignoring protocol details

Background | SOTA
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However, all these existing methods have their own limitations.
Bonsai and Origami only work for symmetric network topologies.�Binode and Trailblazer rely on strong assumptions, such as the Gao–Rexford policy model.�NetSMT only handles cases where the property is violated; when the property actually holds, it still needs to explore the full search space.
Other tools, such as Timepiece, Kirigami, Lightyear, lose the ability to verify fault-tolerance properties.


Limitation of Trailblazer

* Failing the links in forwarding paths

Consider reachability from vitov7  -> The tolerance value is k=1

V5 static route : next hop is v7 Path
V5 routing policy : drops routes from v7

Background | SOTA
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Let’s take Trailblazer as an example.�It reduces the SMT search space by focusing only on links along forwarding paths.
For instance, consider reachability from v1 to v7.�Under this network, the forwarding path is marked by blue line v1 → v4 → v5 → v7.
Due the routing policy, the routing path is difference from the forwarding path, and marked by green lines.
Trailblazer take a strategy. 
Instead of exploring all possible failure combinations, it only considers failures on these three links, resulting in only three failure scenarios.�Finally, Trailblazer think for reachability from v1 to v7，the tolerance value is one link.�But it ignore routing path, it may also influence the behavior of properties.


Limitation of Trailblazer

* Failing the links in forwarding paths
Consider reachability from vl to v7  ——TFhe-telerance-vatueistc=i—

-> The tolerance value is k=0

Trailblazer may produce
false positives

e
~‘
.~ "
- L d
- L d
.. ”
- "

Routing

V5 static route : next hop is v7 Path
V5 routing policy : drops routes from v7

Background | SOTA 25
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For example, / when the link v5–v6 fails, / there is no available route from v1 to v7, / so v1 cannot reach v7.�In this case, / reachability from v1 to v7 / is already violated / even with only one link failure, and the tolerance value is zero.�Therefore, / Trailblazer may produce false positives.


We propose VeriBoost

without assuming regular topology structure or

specific routing policy

26
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Therefore, / we propose VeriBoost, /which does not assume a regular topology structure / or any specific routing policy.


Basic Ideas - Reducing Links Space

Recall the basic method
Link Space ( L)
NA=PAK

RN

Network Property Tolerance Value
K = Z,ELf,Sk
Symbolic Links ( L)

Background | SOTA | Basic Ideas
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Recall that the basic constraint is the conjunction of / N, / the negation of P, / and K.�We denote the set of all links from topology as L.�and failed links are selected from the space L.


Basic Ideas - Reducing Links Space

Suppose we can decide some

links status before verification Link Space ( L )

NA-PAK
/ '\ \ Down Jp Links
Network Property Tolerance Value Links

K = ZIESflSk‘
Symbolic Links ( S )

Background | SOTA | Basic Ideas
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Now, suppose we can decide the status of some links as down or up before verification.�Then, / we can restrict the failed links / to the remaining link space S, / instead of the whole space L.
With this way, SMT solver doesn’t need to explore all combination of failed links.


Basic Ideas - Down ( “Irrelevant” ) Links
- Routing paths for Reachability(v1,v2,d k)

V2 Routing Table

Dst | Next_Hop AS_Path
d | Connected v2

Routing Src

Routing

Routing and forwarding
directions are opposite

Background | SOTA | Basic Ideas 29
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Next, / we introduce how to find the down links.
We take / the reachability from v1 to d on v2 / as an example.
We consider / the routing paths / at first.
Note that / Routing and forwarding directions are opposite.
First, / d is connected to v2.
So in the routing table of v2, the d is connected, and AS path has only v2.


Basic Ideas - Down ( “Irrelevant” ) Links
- Routing paths for Reachability(v1,v2,d k)

V7 Routing Table

Dst | Next_Hop AS_Path
d | v/ v2-v7/

Routing Src

Best route will spread to next hop

Background | SOTA | Basic Ideas 30
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Then, the best route of v2 is spread from v2 to v7.
Because the route is spread from v2, so in the routing table the next hop to destination is v2.
And AS path has extra node v7.


Basic Ideas - Down ( “Irrelevant” ) Links
- Routing paths for Reachability(v1,v2,d k)

V5 Routing Table

Dst | Next_Hop AS_Path
d | v/ v2-v7-v5

Routing Src

Best route will spread to next hop

Background | SOTA | Basic Ideas 31


演示者
演示文稿备注
Next, / the best route of v7 is spread from v7 to v5.



Basic Ideas - Down ( “Irrelevant” ) Links
- Routing paths for Reachability(v1,v2,d k)

V4 Routing Table

Dst | Next_Hop AS_Path
d | vh v2-v7-vb-v4

Routing Src

Best route will spread to next hop

Background | SOTA | Basic Ideas 32
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Next, / the best route of v5 is spread from v5 to v4.



Basic Ideas - Down ( “Irrelevant” ) Links
- Routing paths for Reachability(v1,v2,d k)

V4 Routing Table

Routing Src
Dst | Next_Hop AS _Path
d v5 v2-v7-v5-v4
——— o

- Routes arrive at v4 again

- The second routes will be deleted

Background | SOTA | Basic Ideas 33


演示者
演示文稿备注
Here, / v4 may announce routes to v10, / then routes will spread along v4-v10-v9 / and then arrive at v4 again.
So, the routing table of v4 currently has two routes.
However, because the path of the first route is a subpath of the second route.
the first route have the more short AS path length.
So the second routes isn’t the best route,/ and will be deleted from routing table.


Basic Ideas - Down ( “Irrelevant” ) Links
- Routing paths for Reachability(v1,v2,d k)

V4 Routing Table

Dst | Next_Hop AS_Path
d vb v2-v7-v5-v4
——— o —

V1 Routing Table

@ Dst | Next_Hop AS_Path
d ‘ vl v2-v7-vb-vi4-v1

Routing Src

\/
P AN
o

Background | SOTA | Basic Ideas 34
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Finally, the route from v2 to v1 is spread along the path v2-v7-v5-v4-v1


Basic Ideas - Down ( “Irrelevant” ) Links
Routing paths for Reachability(v1,v2,d,k)

Routing Src

links v9-v10, v4-v10, and v4-v9

\/
P AN
o

Background | SOTA | Basic Ideas

> don't spread the best routes
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We notice that / links v9-v10, v4-v10, and v4-v9 / don’t spread the best routes.



Basic Ideas - Down ( “Irrelevant” ) Links
- Routing paths for Reachability(v1,v2,d k)

Even routes spread from other paths
links v9-v10, v4-v10, and v4-v9

Routing Src

> don't spread the best routes

> can be set to “Down” status
before verification

Background | SOTA | Basic Ideas 36
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Even routes spread from other paths, 
links v9-v10, v4-v10, and v4-v9 still don’t spread the best routes.
The essential reason is route will prefer to spread by loop-free path.
Therefore, these links is irrelevant, and can be set to “down” status before verification.


Basic Ideas - Down ( “Irrelevant” ) Links
- Routing paths for Reachability(v1,v2,d k)

Routing Src We summarize

d Theorem1. if a link does not appear
on any simple path then the link is

\/
oot AR
o

Background | SOTA | Basic Ideas

[See paper for rigorous definition]

Simple path

irrelevant, and can be set as “down”

37
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Here, we define simple path is path have no repeated node.
And we summarize a theorem: / if a link does not appear on any simple path, / then the link is irrelevant, / and can be set as “down”.
For the rigorous definition, see our paper.


Basic Ideas - Up (“Equivalent”) Links
Routing paths for Reachability(v1,v2,d,k)

Routing Src Suppose the best routes spread via :
d v2-v7-v8-v6-vb-v4-v1

Routin l
oy B

Background | SOTA | Basic Ideas 38
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Now, / we introduce the ideas about finding up links.
Suppose / the best routes spread via this path marked by blue line.


Basic Ideas - Up (“Equivalent”) Links
- Routing paths for Reachability(v1,v2,d k)

Routing Src Suppose the best routes spread via :
d v2-v7-v8-v6-vb-v4-v1

> Failure scenario 1 (Failing v5-v6):
v2-v7-v5-v4-v1 (Routing path)

Routing
Dst / @ \
'I

Background | SOTA | Basic Ideas 39
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When we fail the link v5-v6, routes cannot spread by node v6,/ the best forwarding routes / change into a new path.


Basic Ideas - Up (“Equivalent”) Links
- Routing paths for Reachability(v1,v2,d k)

Suppose the best routes spread via :
v2-v7-v8-v6-vb-v4-v1

Routing Src

> Failure scenario 1 (Failing v5-v6):
v2-v7-v5-v4-v1 (Routing path)

> Failure scenario 2 (Failing v6-v8):
v2-v7-v5-v4-v1 (Routing path)

Background | SOTA | Basic Ideas 40
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When we fail another link v6-v8, / we find that / the routing path changes into the same new path.
So, we find failing these two link have the same influence to the forwarding behavior.
We don’t need to fail them separately.


Basic Ideas - Up (“Equivalent”) Links
- Routing paths for Reachability(v1,v2,d k)

Routing Src We summarize :

Some links is equivalent, and one of

, them can be set as “Up”
Routing P

D /‘ N

Background | SOTA | Basic Ideas

[See paper for rigorous definition]

™~__ _ Equivalent links

41
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We summarize, some links is equivalent, and one of them can be set as “up” before verification.
Also, For the rigorous definition, see our paper.



Basic ldeas
- Routing paths for Reachability(v1,v2,d k)

Routing Src » Before reducing space

)( ..... @_ d Symbolic links : 12
A ~ 3

Routing X /,)( : Failure scenarios : C(12, 3) = 220
ot OF ? (7, « After reducing space

(VT | (V53 (v8) Symbolic links : 5
@ ? @ ? Failure scenarios : C(5, 3) = 10

Background | SOTA | Basic Ideas 42
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To this end, / with this simple idea, / before reducing the link space, / the link space has 12 links, / and the failure scenarios are 220.
After reducing the link space, / the failure scenarios become 10, reduced by about 20 times.


Find irrelevant and equivalent links is
challenging

» Enumerating all simple paths is NP-Hard Problem*™
It need more than 4h, but verify a property needs only O.5h

Checking equivalent links is chicken-and-egg problem

We want to speedup verification, but it needs verification again

Background | SOTA | Basic Ideas 43
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But unfortunately, / enumerating all simple paths is an NP-Hard Problem; / it takes much longer time / compared with verification.
Moreover, / checking equivalent links is a chicken-and-egg problem, / as we want to speedup verification, but it requires verification again.


We propose

Link Pruning and Link Compression

44
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We therefore propose Link pruning and Link compression methods.


Link Pruning - Target

Find all simple paths without enumerating all paths

Background | SOTA | Basic ldeas | Link Pruning

45
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Link pruning is targeted at / finding all simple paths / without enumerating all paths.


Step1 Getting Point biconnected component

PBC : a subgraph that removing any single link still preserves
connectivity between every pair of nodes

Point biconnected  g1={y1y3 v4 v5]
component S

Point biconnected 0={01,02,03,04}
components

Cut points n={vi,vh,v7}

Background | SOTA | Basic Ideas | Link Pruning 46
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We introduce PBC at first.
/ PBC is a subgraph that / removing any single link / still preserves connectivity between every pair of nodes.
For example, / in this toy network, 
/ PBC theta1 has four nodes: v1, v3, v4, and v5. 
/ And this network has four components / and three cut points.


Step2 - Building Block Cut Tree

Use cut points and components to build a graph T

N®= {n®[0e@}, Nv={nv|ven}
E = {ele=(nv,n®)v(n® nv) veb}

T = (NVvUN® E)

O
©,0,©

Background | SOTA | Basic Ideas | Link Pruning
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Then, link pruning maps cut points and components into new nodes 
And it uses cut points and components to build a new graph.�This graph is proved as a tree structure.


Step3 - Traversing the block-cut tree

Source node : n%

Destination node : n%

Background | SOTA | Basic Ideas | Link Pruning
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Then, link pruning traverses the tree to identify all feasible paths.
This step is used to find the biconnected components that must be passed from the source node to the destination node.


Step3 - Calculating links in simple paths

Combine all links in traversed components as L’

Background | SOTA | Basic Ideas | Link Pruning
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After it, / it combines all links in the traversed components / as the relevant links.


Step3 - Calculating the irrelevant links

Return the complement set of L' as irrelevant links

v9-v10, v4-v9, v4-v10 are
“irrelevant” links

Background | SOTA | Basic Ideas | Link Pruning
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And the complement set / is the irrelevant links.
In this example, three links v9-v10, v4-v9 and v4-v10 are irrelevant links.
Recall that again, with this method, we find all link in simple paths without enumerating simple paths.
We also provide the theorem / to confirm the correctness of link pruning method.
See our paper for details.


Link Compression - Target

Instead of identifying all equivalent links, we try to find a
subset of equivalent links
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For finding up links, / we adopt a strategy: / instead of identifying all equivalent links, / we try to find a subset of equivalent links.



Prerequisite - Trivial Path

If all nodes within the paths (expect end points), their
degree is 2, this path is trivial path.

: Trivial Path1 :
Routing Src
Routing v/-v8-v6-vhH
Dst
Trivial Path2:
v5-v3-v1
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We first define trivial path.
If all nodes within the paths (expect end points), their degree is 2, this path is trivial path.
For example, we show two trivial paths in this network topology.


Link Compression

If the degree of nodes is 2, then adjacent links are equivalent

- v5-v6, v6-v8 are “equivalent”

- v6-v8, v7-v8 are “equivalent”

Reason: Failing both of them blocks the
route from choosing this subpath.
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We find that / if the degree of nodes is 2, / then the adjacent links are equivalent.
For example,  v5-v6, v6-v8 are “equivalent”, 
And v6-v8, v7-v8 are “equivalent”.
The reason is failing both of them blocks the route from choosing this subpath.


Link Compression

If the degree of nodes is 2, then adjacent links are equivalent

- v5-v6, v6-v8 are “equivalent”

- v6-v8, v7-v8 are “equivalent”

Equ valen(ie is transitive

- v5-v6, v7-v8 are “equivalent”

Background | SOTA | Basic Ideas | Link Pruning | Link Compression 54


演示者
演示文稿备注
Moreover, the equivalence of these links is transitive.
Therefore, v5-v6, v7-v8 are “equivalent”�We also provide theorem to prove the correctness of this method.


Link Compression

The links in trivial path is equivalent

We summarize :

Theorem 3. The links in trivial
path is equivalent
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We summarize that the links in trivial path is equivalent.
See our paper for details.


Optimization
Property Trimming

* [f the tolerance value of a property to be verified is k,
there must be more than k disjoint paths in the topology.
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We also take a commonly used optimization, / called Property Trimming.
If the tolerance value of a property to be verified is k, / there must be more than k disjoint paths in the topology.
If the property doesn’t satify this requeriment, we could directly return property is violated and don’t need to verifier.


Implementaion

Input Topology ][Conﬂgurations] [ Property

VeriBoost [ . 1
Link Pruning

v

Link Compression
v

SMT-based Verifiers (e.g., Minesweeper )

Output Hold / Violation (Counter-example)

\

Lk~ lines of Java code, open source on github.com/XJTU-NetVerify/Veriboost
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We next introduce the implementation of VeriBoost. 
/ It takes the topology, configurations, and a single property as input. 
/ After pruning the link space through link pruning and link compression, 
/ the remaining space is input to SMT-based verifiers. / Then, it outputs whether the property hold or is violated.
For verifying multiple properties, we could repeat the above steps.
We implement VeriBoost in approximately four thousand lines of Java code, and we have also open-sourced it on our group’s website.


Evaluation Setup - Datasets

+ 260 real WAN topologies from

9 configurations from

https://topology-zoo.org/

NetSMT  Config2Spec

Datasets Ren Arn Bic-O Bic| Esn Lat Col-O Col| CIt Usc-O Usc Cog
Category Small Medium Large

Nodes 34 35 33 33| 69 70 70 70| 154 158 158 193
Links 44 47 48 48 | 80 75 85 85 | 178 189 189 244
Lines (x103) | 48 50 30 69|92 91 61 115|206 137 220 271

“-0” means OSPF configurations, others are BGP configurations
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For evaluation setup, / we use 260 real WAN topologies from tolology zoo.
And 9 configurations from NetSMT and Config2Spec.
These configurations are across small, medium, and large sizes.
Here, we use o to represent OSPF configurations and the others are BGP configurations.


Evaluation Setup - Properties

Total number of properties 3 x 25 x 4 = 300

Type Reachability = Waypointing Load balancing

0—0 0-0-0 D

Tolerance Value k=01 2,3

Number of pairs 25
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We check three types of properties, including reachability, waypointing and load balancing,/ with the tolerance value set as 0, 1, 2, and 3 respectively. 
And we selected 25 pairs.
Therefore, for each network we will verify three hundred properties.


Real-world

Effectiveness - Case Study .. . UsCarrier

Can Greensboro still reach

Atlanta if any three links fail? , .
° Atla.nfa.O )

Greensborg). e
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We first conduct a case study to intuitively illustrate the effectiveness. / For the real-world topology of the US carrier, / we explore: Can Greensboro still reach Atlanta if any three links fail?



Effectiveness - Case Studg RN

AN
N \ '.\ Equivalent
P ) / \\ \ ) Llnks
Can Greensboro still reach )l
Atlanta if any three links fail? /-
'\‘ AtlantaO
. . 4 // I / \'\
- The failure scenario space ST A \
/ A
Without VeriBoost C(189,3) = O(109) d — —
(N |
With VeriBoost C(61,3) = O(10%) X ) _ |
( \ \ o/
\ ./
 The property is violation : N
“Salisbury-Concord” and GreenSbom 1~ '“’e,'eia”t
“Burlington-Durham” fail \_/A O— Links
\Routm =)
Path L/
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We can see that / VeriBoost could find lots of irrelevant links (marked in red circle) / and equivalent links (marked by red lines). 
Before applying VeriBoost, the combination of failed links is one million,
After applying VeriBoost, the combination of failed links is ten thounsand.
/ It reduces the failure scenarios by 2 orders of magnitude. 
This example shows that VeriBoost can indeed reduce a large number of failure scenarios./
Finally, / it finds that the property is violated, when these two links fail.



Effectiveness

Experiment across 260 real WAN topologies

«  VeriBoost can reduce 50% of links for 60% of topologies (Worst case).

«  VeriBoost can reduce 78% of links for 80% of topologies (Average case).

Link Pruning Link Compression — Both Methods
Worstcase ' 0%~ k. T | Average
~~~~~~~~~~~~~ s G0 Bt M St [N COSE

| | 40% & o BT S N o
Ty 20% = T Re ]
0% 20% 40% 07 O‘I% 26% 40% 60% 80%.-100%

Reduction ratio in reduced links

Background | SOTA | Basic Ideas | Link Pruning | Link Compression | Evaluations


演示者
演示文稿备注
We also evaluate veriboost across 260 real WAN topology, 
the results shows that for worst case, VeriBoost can reduce 50% of links for 60% of topologies.
For Average case, VeriBoost can reduce 78% of links for 80% of topologies.
This evaluation results show VeriBoost is effective across different types of network topologies.


Correctness

The properties verified by Minesweeper, NetSMT, and

VeriBoost are identical

Network BGP OSPF
Ren Arn Bic Esn Lat Col CIt Usc Cog | Bic Col Usc
k=1 94 150 150 M2 62 140 100 112 150 | 151 140 112
k=2 44 100 100 62 12 90 50 62 100 | 100 90 62
k=3 12 50 50 50 O 40 O 12 5O 50 40 12
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Moreover, we also verify the correctness veriboost.
The evaluation results show the properties verified by Minesweeper, NetSMT, and VeriBoost are identical.
this proves that VeriBoost is correct.



Speedup

Experiment across 9 networks

 VeriBoost speeds up Minesweeper by 2-47x
« The SOTA speeds up Minesweeper by only 2-3x

m Minesweeper ; NetSMT : VeriBoostl'
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Besides, to evaluate the speedup, we conduct experiments on nine networks and vary the fault tolerance parameter. VeriBoost accelerates Minesweeper by 2–47×, while the state-of-the-art method achieves only a 2–3× speedup.
This shows that when the tolerance value is larger and the network is more complex, VeriBoost achieves greater speedup.


Microbenchmark

Experiment across 260 real WAN topologies

« The total preprocessing time is all within the millisecond range

. 600 ¢ Property Trimming

3 500 ~ EI Link Pruning

e 400 3 Link Compression _

= 3

@ 300 :

g 200 =

: 10 il

v |

< 0 |I"|I||||I|||l.|||lll.|.|,|||||,II,|||||||I"||I|||...u.n||.....,|,|||..|||1|||...||||||||.|||I||IIIml||||.||||||I||||||I|I|I|||||||.||I|||||I|||I|I|I|||||||||||||||I||||||||||||||1|||||Nh||||I|‘"l"|||||||||"H|”||||““| 77777 ’ 777777777777777777
0 50 100 150 200 250

The ID of datasets
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And all preprocessing steps, including property trimming, link pruning, and link compression, take only milliseconds to complete.
Compared with the verification time at the minute level, this preprocessing overhead is negligible.


Conclusion
[Background]  Verifying Fault Tolerance for WANSs is challenging
[SOTA] Existing speedup methods are limited
[Method] We propose VeriBoost to improves scalability

[Experiment] VeriBoost achieves a 2-47x speedup
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In this talk, we show that Verifying Fault Tolerance for WANs is challenging due to the huge failure scenario space.
And existing speedup methods are limited to symmetric topology structures or specific routing policies.
We propose VeriBoost to improve scalability, and it achieves a 2–47× speedup with millisecond-level preprocessing.



Happy to take your questions

F M The 27th International Symposium Tokyo, Japan ,
2026 on Formal Methods May 18 - 22’ f-{'_"f’-i: £
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Thanks again. For more details, please refer to our paper. I am happy to take any questions.
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