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• Network outages are common due to misconfigurations

Network outages

www.thousandeyes.com/outages

Internet Outages Map

https://www.thousandeyes.com/outages/
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Binary Decision Diagram
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• Redundant nodes 

• Deep recursions 

• Explosion of atoms

Limitations of BDD in network verification
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Example
• srcIP: 4bits 

• dstIP: 2bits 

• srcPort: 2bits 

• dstPort: 2bits
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#2 Deep recursions

A B

C D

a1 ∧ b3 
17 recursions needed just 
to align variable
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#2 Deep recursions
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#3 Explosion of atoms
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Reason for the limitations above

field-level decisions
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Network Decision Diagram
A decision diagram for network verification
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#1 Decoupling fields
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#2 Assembling fields avoid deep recursions
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Reduced Ordered NDD
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Theorem: Canonicity of NDD

For any boolean function, if the ordering of variables is fixed, there 
is exactly one NDD node that can represent the function.
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Technical challenges

• Memory cost due to BDD labels 

• Memory cost due to large number of edges 

• Time overhead during configuration updates

-> remove edges to the false node 

-> find and merge redundant edges 

-> update atoms incrementally
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Implementation

JDD/JavaBDD
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Open source on github.com/XJTU-NetVerify/NDD

JavaNDD
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Data plane verification - Atoms
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[3] Symbolic router execution. SIGCOMM’22

Fattree networks running BGP[3]

33

Control plane verification
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Beyond network verification
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Conclusion

• Limitations of BDD in network verification  
• redundant nodes 

• deep recursions 

• explosion of atoms 

• We proposed the Network Decision Diagram which is 

customized for network verification. 

• NDD performs better in data/control plane verification.
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Questions & Answers
NDD: A Decision Diagram for Network Verification
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