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Modern cloud applications heavily rely on Identity and Access Management (IAM) services to enforce flexible
access control over their data. However, the flexibility comes at a cost: IAM policies are often complex and
prone to misconfigurations, leading to risks of data exposure. There is an increasing need to mine a compact
set of intents that describe what the policies collectively try to achieve, thereby enabling operators to better
understand their policies. However, existing tools on mining access control intent have two limitations: (1)
the mining process is slow and even times out on some complex policies; (2) the mined intents are excessive in
number and thus still hard to understand. To overcome these, this paper presents AccessRefinery, which can
speed up the mining process while reducing the number of intents. The key idea for the speedup is to reduce
the redundancy of the multi-round SMT solving, by preprocessing the constraints into bit-vector constraints.
For intent reduction, AccessRefinery computes a compact set of intents that can cover the mined intents, by
solving a min-set-cover problem. Experiments based on real and synthetic datasets show that AccessRefinery
achieves a ~10-100 X speedup in intent mining, and reduces the number of intents by up to ~10 x.
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1 Introduction

Software applications are increasingly deployed in the cloud [4, 5, 16, 17, 31, 42]. To secure these
applications, major cloud providers, including Amazon Web Services (AWS) [5], Microsoft Azure
[31], and Google Cloud Platform (GCP)[25] offer Identity and Access Management (IAM) systems.
These systems follow a shared responsibility model: customers secure their services by writing
access control policies (or IAM policies) while the cloud provider’s engine evaluates requests against
policies to determine whether access should be authorized [18, 42].

To enable fine-grained access control, IAM policies support flexible features including wild-
card matching (e.g., regular expressions) and Boolean logic (e.g., conjunctions, disjunctions, and
negations) [4, 5, 16-18, 31, 42]. However, such flexibility also makes IAM policies complicated
and error-prone. Misconfigured IAM policies can accidentally allow unintended access, exposing
millions of customers’ data to the public [38, 41, 45, 47].

A promising way to handle the complexity of IAM policies is to mine a concise summary of
intents, i.e., a compact set of declarative statements that describe who can perform which actions on
what sources (see §2.2). By reviewing such intents, users can more confidently determine whether
the policies correctly grant the intended access [4], thereby detecting potential misconfigurations.
Users can also better understand their policies and refine their designs [16]. Moreover, mining
access control intents is crucial to software engineering. First, many software systems today are
deployed to the cloud, where access is safeguarded by access control policies. Mining the intents of
these policies can formally validate that access is granted as intended. Second, it is closely related
to specification mining, which aims to infer invariants or specifications of given programs [19, 22].

The following shows the desired goals for intent mining (the first three are from [4]).

e Soundness. All requests allowed by the policy should be included in the intents.

e Precision. Any request not allowed by the policy should be excluded as much as possible.

e Conciseness. The number of intents should be minimal so that they are concise and easy to
understand.

e Speed. The mining process should finish within a reasonable time (e.g., on a level of seconds),
so as to be responsive to frequent user requests.

Among these goals, soundness is a hard requirement, since we do not want to overlook any (un-
intended) allowed access. Moreover, precision and conciseness are soft requirements and they may
conflict with each other. For example, consider two intents: (Action: {list, create}, Principal:
{user1}), and (Action: {list}, Principal: {user1, user2}). Merging them into ({1ist, create},
{user1, user2}) sacrifices precision, while keeping them separate sacrifices conciseness.

While the state-of-the-art mining tool Access Analyzer (commercially deployed) [4] proposed by
AWS meets the first two goals, it still has some limitations in the conciseness and speed.
Limitation 1: Speed. Access Analyzer encodes both IAM policies and each candidate intent (a
hypothesized intent to be checked) as a set of Satisfiability Modulo Theories (SMT) constraints,
which are solved using off-the-shelf SMT solvers (also widely applied to analyze IAM policies
[4,5, 7,8, 16-18, 31, 42]). If the constraints are satisfiable, the candidate intent is confirmed as an
intent. Since each intent is a combination of values defined over multiple and possibly different
domains (e.g., strings, bit-vectors, integers), the SMT solving process needs to reason about a
product space of values of each domain, which can be quite large. Moreover, consider a policy with
n keys and m distinct values for these keys. The number of candidate intents can be up to n X m.
Validation of each intent requires one round of SMT solving. To reduce the number of rounds for
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SMT solving, Access Analyzer uses a stratified approach: start from a most coarse-grained intent (all
wildcards), and gradually divide it into fine-grained ones, if it can be covered by any of them (see
§2.3 for a detailed discussion). Although this method avoids enumeration, the number of solving
rounds is still large. As we will show in Table 2, the number of SMT solving can reach O(10%) for
a policy with 5 keys and 15 statements. Considering each round of SMT solving costs O(10) to
0O(1000)ms, the mining process can take tens of seconds or several minutes, and even times out
after 1 hour (see Fig. 12).

Limitation 2: Conciseness. The number of intents returned by Access Analyzer can still be
too large for users to understand. To make the intent concise, Access Analyzer has applied some
simple reduction rules. For example, suppose there are two intents (Action : 1ist, IpAddress
:112.0.0.0/24) and (list, 112.0.0.0/25), then (1ist, 112.0.0.0/25) is removed since it is a
subset of (1ist,112.0.0.0/24). Such a simple reduction rule does not fully account for the redun-
dancy among the intents. Suppose there are three intents (Action : {list, create}, IpAddress
:112.0.0.0/25), (1list, IpAddress : 112.0.0.0/24), and (create, IpAddress : 112.0.0.0/24).
The first intent is jointly covered by the second and third intents, and therefore should be eliminated.
As we will show, without considering such redundancy, we may end up with 100 intents for an JAM
policy with just 10 statements, where the minimum number of intents is actually 10 (see Fig. 11).

To overcome the above two limitations, we propose AccessRefinery, a new intent mining tool
for IAM policies, which is faster, and more importantly guarantees the conciseness of intents.
Specifically, we make the following contributions:

(1) We propose a method to speed up the mining process by preprocessing SMT constraints.
we observe that even though the mining process involves multi-round SMT solving, the possible
values of variables are known in advance. We leverage this observation by partitioning each domain
into a set of equivalence classes (ECs), each of which is represented as an integer, such that the
combinations of values from multi-domain values can be represented as simple bit-vectors. As a
result, the original SMT problem can be reduced to an SAT problem, which can be solved faster
without invoking theory solvers, e.g., string solver, bit-vector solver, integer solver. Moreover,
the multiple rounds of SMT solving share intermediate results that can be reused for speedup.
Crucially, the preprocessing is per mining process: it needs to be performed once and can be shared
by multiple rounds of SMT solving. We realize the above idea with the Multi-round Constraint
Preprocessor (MCP), which can uniformly handle multiple domain types of IAM policies including
regular expressions, prefixes, ranges, and enumerations.

(2) We propose a method to efficiently reduce the number of intents by solving a min-
set-cover problem. Recall that the soundness goal requires that the space of all requests specified
by intents should cover the space of requests allowed by the policy. Therefore, computing the
minimum number of intents can be formulated as a min-set-cover problem [29], i.e., finding the
minimum number of intents that can cover the space of requests allowed by the policy. Note here,
the space of requests is actually a product space for multiple domains, where a domain can be
infinite, e.g., Resource: “dept*/userl.txt”. Thanks to the preprocessing, we have reduced each
domain into a finite set of ECs. Here, each EC represents a group of requests that exhibit the
same behavior under both the policy and the intents; that is, requests within an EC are either all
matched by the same set of intents and policy, or none are. We partition the space of the policy and
intents into ECs (unlike MCP, this partitioning occurs across multiple domains), enabling both the
policy and intents to be represented as finite sets of ECs. With this representation, the min-set-cover
problem is transformed into one over a finite set; that is, the objective becomes selecting the smallest
number of intents whose union covers all ECs allowed by the policy. However, computing these

Proc. ACM Softw. Eng., Vol. 3, No. FSE, Article FSE059. Publication date: July 2026.



FSE059:4 N. Kang et al.

ECs requires iteratively solving SMT problems, which is quite slow (see §3.1). Inspired by [50], we
choose to use Binary Decision Diagrams (BDDs) [2], which allow incremental computations of ECs.

(3) We implemented a new mining tool
named AccessRefinery, and used both
real and synthetic datasets to show its
effectiveness (Both the tool and the
synthetic dataset are open-sourced).
Compared with existing methods based
on SMT solvers, our method speeds up the
mining process by ~10 X to 100 X on syn-
thetic policies, and by ~10 X on real poli-
cies. Moreover, our method reduces the
number of intents by ~10 X. Furthermore,
we design MCP as a data structure that we
believe will also benefit other studies.

2 Motivation
2.1

IAM policies are typically attribute-
based (e.g., AWS) or role-based (e.g.,
Azure), differing in syntax but semanti-
cally equivalent [18]. This paper focuses
on the AWS attribute-based paradigm [5].

Fig. 2 shows the simple syntax for the
AWS policy language as defined in [5, 8].
A policy is a list of statements. Each state-
ment is a quintuple: (Ef fect, Principal,
Action, Resource, Condition). A request is
allowed if at least one Allow statement
matches the request, and none of the Deny
statements match the request.

Specifically, Ef fect specifies whether
the request is allowed or denied. Action
and Resource define the permitted or pro-
hibited actions and cloud resources (e.g.,
S3 buckets, IAM roles). Principal indi-
cates the entities performing the actions.

Background on IAM Policy

Policy — [Statement]
Statement — (Ef fect, Principal, Action, Resource,
Condition?)
Ef fect — Allow | Deny
Principal — Principal : [string]
Action — Action : [string]
Resource — Resource : [string]
Condition — Condition : [Operator]
Operator — (OpName, KeyName, [Value])
OpName — StringEquals | StringlLike | IpAddress | ...
KeyName — sourceVpc | sourcelP | prefix
Value — string | bitvector | range | enum | ...
Fig. 1. Simplified abstract syntax for the AWS policy lan-

guage, where "?" denotes optional elements and "[]" denotes
a list of valued elements.

Effect "Allow" // Statementl

Principal B

Resource "deptx/userl.txt",
"deptl/userx.txt"

IpAddress "112.0.0.0/24", "113.0.0.0/24"

Effect "Deny" // Statement2

Principal B

NotResource "deptx/userl.txt"

IpAddress "112.0.0.0/24"

Effect "Deny" // Statement3

Principal R

NotResource "deptl1/user*.txt"

IpAddress "113.0.0.0/24"

Fig. 2. Anexample of an IAM policy with a simplified format.
For clarity, we omit some necessary keys, such as Action,
and omit the condition key for IpAddress.

Condition imposes additional constraints (e.g., IP address or time). A Condition is defined as a list
of expressions. Each expression applies an operator (OpName) to one or more values (Value) for a
condition key (KeyName), where the types of values include strings, bit-vectors, ranges, enumera-
tions, etc. The operator determines both the type of the values and the semantics of the comparison.
For example, StringEquals checks whether two strings are identical, whereas StringlLike checks
whether a string matches a pattern including wildcards. Moreover, the IpAddress checks whether
an IP address (i.e., a bit vector) is within an IP prefix.

To achieve flexible and complex access control, IAM policies rely on two mechanisms. We take
Fig. 2 as an example.
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(i) Wildcard semantics. String operators provide pattern matching, where * matches any number
of characters, and ? matches a single character (equivalent to "*" and "" in regular expressions,
respectively). For example, dept1/user*.txt matches any file in the dept1 directory whose
name starts with user and ends with .txt, such as user123.txt. IpAddress also supports
pattern matching. It represents a range of IP addresses using CIDR notation, where a prefix in the
format "A/B" specifies all IP addresses that share the first B bits with IP address A. For example,
112.0.0.0/24 restricts the range from 112.0.0.0to 112.0.0. 255.

(ii) Boolean semantics. With one domain (key), different values together represent an OR rela-
tionship. Between different keys, the relationship is AND. NOT can be indicated by adding Not
before the domain, such as NotResource.

In the example of Fig. 2, the semantics of Statement?2 are as follows: any request whose Resource
does not match "dept*/userl.txt" and whose IpAddress is within "112.0.0.0/24" will be de-
nied. For example, the following request is denied by Statement2: the file path "dept1/user2. txt"
does not match pattern "dept*/user?1.txt", and IP address "112.0.0.32" falls within IP prefix
"112.0.0.0/24".

Principal: "user1" Resource: "deptl/user2.txt" IpAddress: "112.0.0.32" //Request

"

The semantics of the policy are as follows: a request is allowed if it matches Statement1 but
does not match Statement2 or Statement3; otherwise, it is denied. Thus, the following request is
allowed by the policy in Fig. 2 because it satisfies this condition.

Principal: "user1" Resource: "deptl/userl.txt" IpAddress: "112.0.0.32" //Request

This example illustrates that determining which requests are allowed and which are denied by a
policy can be challenging. In practice, real-world policies are even more complex, making it crucial
to identify the requests that a policy permits.

2.2 Access Control Model

Our access control model is identical to the model of AWS Access Analyzer[4]. The difference is
that we define stricter conciseness of the intents, as defined in §4.2.
Requests. Let K = {ky, ..., k,} be a set of keys. Let Vi = {uy, ...} be a (possibly infinite) set of values
for key k. A request r is a mapping from keys k to values in Vi. For example, r = { Principal —
"user1", Resource +— "dept1/user2.txt", IpAddress +— "112.0.0.32"}.
Policies. A policy is a predicate on requests P : r — Bool. The allowed requests of a policy P is
defined as:

o(P) = {r | P(r) = true} (1)

Labels. A label I} is a set of values for a key k, expressed in a human-readable format. All labels
Iy for a key k form the universal set L. For example, for the key IpAddress, the universal set of
labels is Lipaddress = {0.0.0.0/0,112.0.0.0/24,113.0.0.0/24}. Similarly, for the key Resource,
the universal set of labels is Lresource = {"*", "dept1/userx.txt", "dept*/userl.txt"}.

Intents. A intent [ is a map from keys K to labels L. The allowed request of an intent I is the set of
requests where each key k is mapped to a value in the label I(k):

o(l) = {r | Vk.r(k) € I(k)} (2)
Let S be a set of intents, i.e., S = {Iy,I,,...,I,}. Then, the allowed requests of S is defined as:
a(8) = Jo 3)
IeS

For example, the policy in Fig. 2 has the following two intents:
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L(*,*) X ly: dept*/userl.txt [;:112.0.0.0/24

/% h: deptl/user*.txt [;;113.0.0.0/24
e

L, *) X Lk *) X L(*,5) X Is(*, 1) X

Is(h, ) v L, L) v Is(h, ) v Io(l, L)

Fig. 3. The processes of Access Analyzer for Fig. 2. For simplicity, we only consider two keys, i.e., Resource
and IpAddress.

Principal: "*" Resource: "dept*/userl.txt" IpAddress: "112.0.0.0/24" //Intentl
Principal: "*" Resource: "deptl/user*.txt" IpAddress: "113.0.0.0/24" //Intent2

As we can see, the two intents only have positive (allow) declarations, without any negative
(deny) declarations. This is to ensure the intents are easier to understand. It is easy to see this set
of intents is sound, as it includes all requests permitted by the policy. It is also precise, containing
minimal requests outside the policy (in this example, none). Furthermore, this set of intents is
concise, since removing any intent results in incomplete coverage of the policy. To formalize these
goals, we introduce a set of formal properties (see §4.2).

2.3 Limitations of Existing Approaches

Existing methods for analyzing IAM policies, including intent mining, are based on SMT (Satisfiability
Modulo Theories). These methods encode both policies and intents [4, 5, 8, 16, 17, 31, 42] as SMT
constraints. Typically, a policy is modeled as a constraint P = \/gc g1y S A = V sepeny S, where each
statement S is encoded as an SMT constraint.

To the best of our knowledge, the Access Analyzer deployed by AWS is the only state-of-the-
art intent mining tool documented in the literature[4]. Some tools, such as AWS Zelkova[5] and
Microsoft Ambit[31], only determine the implication relationships between two policies. However,
even though Access Analyzer can ensure the soundness and precision requirements for intent
mining, it still cannot meet the other two requirements, i.e., speed and conciseness.

Limitation in speed due to the redundancy among multi-round SMT solving. Mining
intents [4] invokes the SMT solver independently for each intent, resulting in a large number of
solver invocations. For example, Access Analyzer adopts a stratified refinement process based on
predefined labels, as illustrated in Fig. 3. Starting from an over-permissive intent I;(*, *) (ensuring
soundness), it iteratively checks the following constraint'. Here, Child(I) (defined in Formula 8)
denotes the set of intents that are maximally covered by the current intent (e.g., I, I3, Iy, Is).

PA|LA - v f (4)
1;€Child(T;)

If the constraint is satisfiable, the intent is included in the final set of intents, indicating that it
captures a unique part of the policy (ensuring precision); otherwise, its child intents are added to
the worklist, and the above process repeats until the worklist is empty. As shown in Fig. 3, 9 intents
are checked. Moreover, even a policy with only 15 statements can trigger O(10%) SMT solver (§6.6)
invocations.

1To enable efficient solving, [4] uses a simplified but equivalent version of this constraint. For clarity, we present the original
form.
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Meanwhile, SMT solving per query is expensive due to the iterative process between theory
solvers and the SAT solver. As shown in Fig. 4, after the SMT constraint is converted into conjunctive
normal form (CNF) [46] and theory-specific parts are replaced with Boolean variables [10], a new
constraint @ is produced. An SAT solver searches for a satisfying assignment M for ®, which is
then iteratively checked by theory solvers. If a theory solver check fails (T-UNSAT), the solver
backtracks and tries a new assignment. This loop continues until M is T-SAT or ® is UNSAT[23].
Thus, each round of SMT solving is expensive, ranging from 28 ms to 4545 ms (see § 6.6), causing
the mining process to take over an hour (§6.3).

However, checking whether a policy

and an intent overlap requires full SMT CO“TZ“"“D / ®is SAT \‘
solving, involving multiple theories such
. . Dis Theory Solver Mis
as string theory, bit-vector theory, and so UNSAT < SAT Swine B ot SAT
on. SMT constraints cannot be simplified Solver A"_';g ) ""Vseclmr ’
rithmetic C
through syntax-level transformations.

Limitation in conciseness due to
not considering cross-intent relations.
Fig. 3 shows that four intents, I4, I, I, Lo, Fig. 4. The basic idea of DPLL(T).

are generated by Access Analyzer, as their

corresponding constraints (Formula 4) are satisfiable. However, §2.1 demonstrates that only two
intents, [y and Iy, are sufficient. This redundancy arises because the four intents partially overlap
with one another but are not fully contained within each other. However, these intents still contain
redundancy, i.e., (I UI; Ul Uly) NP C (Ig U Ly) NP, where P (or I) denotes the set of permitted
requests. Meanwhile, Access Analyzer does not detect such relationships. As a result, a policy with
only 10 statements can yield results containing more than 100 intents, which is 10x larger than the
original policy (§6.2).

However, selecting a minimal subset of intents from the candidate set requires multi-round SMT
solving again. Given a candidate set of intents S, the search space grows exponentially as O(2/°!).
Each enumeration requires the SMT solver to check whether the selected intents together cover
the policy.

M is T-UNSAT

Existing works hard to address the limitations. Quacky [17] employs the automata-based
solver ABC [3] for model counting, i.e., enumerating the number of policy-allowed requests, but it
is less efficient than SMT solvers for single-round satisfiability checks. Similarly, [13] applies the
equivalence class approach to count the number of IPs permitted by a policy, but it only supports
only IP and lacks regular expression semantics. In addition, Margrave [21] leverages BDDs [2] to
check implication between two policies under XACML (rather than IAM) semantics, supporting
only exact string matching. Other tools [5, 8, 31, 42] similarly focus on analyzing a single policy
or checking implication between two policies. However, all of these approaches do not support
accelerating multi-round solving, and thus are difficult to apply to intent mining in IAM policies.

3 Overview

In this section, we present two key insights: (1) accelerating intent mining by pre-extracting theory
redundancy across multi-round SMT solving, and (2) selecting minimal intents by reducing the
problem to a min-set-cover over finite sets. We then describe the overall workflow.

3.1 Key Insights

Insight 1: The redundancy for theory solvers can be pre-extracted, thereby avoiding theory
solving in multi-round SMT solving. For intent mining, we observe that even though it involves
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T T T T TT T T T T T T TTTTTTTTTTo S ST . Effect Allow Statementl
y
/ A\ \ a: */ 1
1 Vo \ ept*/userl,
! dept*/userl deptl/user* |} 112.0.0.0/24 113.0.0.0/24 i Resource deptl/user* @@@
1 [
| | T [1200 020 oIl
] o | .0.0.
! © i | (00%*\V/Q1*%\/ 10%*) A (**00 \/ #*01)
I ! I
i ! E @ H Effect Den Statement2
E @ . i i 0.0.0.0/0 i NotResource dept*/userl @@
|
L \ IS } Iphddress| 112.0.0.0/24 [o]

S - et - (10**V 11**) A (**00)

(a) ECs of Resource domain (b) ECs of IpAddress domain (c) Examples of bit-vectors encoding

Fig. 5. The example of Fig. 2. For clarity, we only consider two domains Resource, IpAddress.

multi-round SMT solving, the possible values of variables are known in advance. Taking Fig. 2
as an example, the value of Resource is selected from the set Lgesource = {*, dept1/user. txt,
dept*/userl.txt}. In another case, the value of IpAddress comes from the set Lipaddress =
{0.0.0.0/24,112.0.0.0/24,113.0.0.0/24}. The difference in multi-round SMT solving lies in
how these possible values are combined.

Since all possible values of all constraints are known in advance, this enables us to partition these
possible values (i.e., labels) into disjoint spaces, i.e., equivalence classes (ECs) [50], where two values
in the same EC yield the same satisfiability result for the theory solver. Returning to the example
in Fig. 2, the label set Lgesource can be partitioned into four ECs @, @, @, 3, as shown in Fig.
5 (a). The label set Lpagdress can be partitioned into three ECs [0], [1], as shown in Fig. 5 (b).

Then, we can maintain a mapping M from each label to its corresponding ECs, e.g.,

- deptx/user1 = {©®, @}
- dept1/userx > {©®, @}
x> {0, ©, @, ®}

Based on the mapping, we can quickly obtain single-theory constraints over bit-vectors that
are equivalent to multi-theory SMT constraints. We use Statement1 and Statement?2 in Fig. 2 as
illustrative examples. We first obtain their ECs from the mapping. As shown in Fig. 5(c), the ECs of
Statement1 in the Resource domain are M(deptx/user1) U M(dept1/user*x)={ 0, @, @
} (recall that, for one key, different values together represent an OR relationship). Similarly, the
ECs in the IpAddress domain are M(112.0.0.0/24) U M(113.0.0.0/24) = {[0], [1]}. Thus,
Statement1 can be represented as the Cartesian product { @, @, @ } x {[0], [1]} (recall that,
for different keys, the relationship is AND). We then encode it as a bit-vector, as shown on the left
of Fig. 5(c). There is a special case in the figure where M(—dept*/user1) = {0, D, 2,3} - {©, D}
= {2, ®)} (recall that, NOT can be indicated by adding Not before the domain). After encoding each
statement, the policy P’ can be expressed as P = Vgc gp10n S A = Vsepeny S- In this way, both the
policy and the intents are encoded using only bit-vector constraints.

Note the pre-computing of equivalence classes is performed only once, and the results are stored
in the mapping. In this way, we extract the redundancy among multiple rounds of invoking theory
solvers, as shown in Fig. 4. We will show our approach speeds up intent mining by one to two
orders of magnitude compared with SMT solvers (§6.3).

Insight 2: Reducing intents requires covering all allowed requests of the policy, and can
then be formulated as a min-set-cover problem. We observe that to guarantee soundness, the
space of requests specified by the intents must fully cover the space of requests allowed by the
policy. Therefore, the problem of minimizing the number of intents can be naturally formulated
as a min-set-cover problem: selecting the minimal intents from candidate intents that still cover all
requests of the policy, which ensures no valid requests are omitted.

Proc. ACM Softw. Eng., Vol. 3, No. FSE, Article FSE059. Publication date: July 2026.



AccessRefinery: Fast Mining Concise Access Control Intents on Public Cloud FSE059:9

spfa}ti;ge(ﬂf/\ Intent6(ls) Intent7(Iy) Intent8(Ig) Intent9(Iy) ]IP:O{ldii ;'{/“[' :”"dd ; “X
- (Statement2V (dept*/userl, (dept*/userl, (deptl/user*, (deptl/user*, i 6 g:vd. | s
Statement3) 112.0.0.0/24) 113.0.0.0/24) 112.0.0.0/24) 113.0.0.0/24) ;“Na,b})‘ﬂg:{a et
Policy space Tntent space
1 ‘ . aibic
[ o © @ [ @ ey
OJOIOX6); OO 00O 0O 0OLOB: OJOIONO)
(a) Policy space (b) Intents space (c) The min-set-cover problem

Fig. 6. An example of encoding the selection of minimal intents as min-set-cover problem.

Some classic works [9, 26, 49] address the min-set-cover problem over finite sets. However, both
policy and intents can potentially span infinite spaces (e.g., dept*/user1. txt matches infinitely
requests). Therefore, we employ equivalence class (EC) techniques to transform the min-set-cover
problem over infinite sets into an equivalent problem over finite sets, thereby enabling the use of
existing algorithms for the min-set-cover problem. We take the policy in Fig. 2 and the candidate
intents ¢, I7, Ig, and Iy in Fig. 3 as the example. The policy space and intents space (both infinite)
are shown in Fig. 6(a) and (b). The request space, over both the policy space and the intents space,
is partitioned into six disjoint spaces (ECs), i.e., {a,b,c,d, e, f}, as shown in Fig. 6(c). Under this
partitioning, Iy = {d, e}, I; = {a,b}, s = {d, f}, and Iy = {a, c}, while P corresponds to {a,c,d, e}.
Therefore, the problem reduces to selecting intents that cover a, ¢, d, e in P. As a result, I and I, are
selected.

However, the existing tools compute equivalence classes (ECs) primarily using an iterative method
[33, 34, 50]. For example, we consider P and I, resulting in three ECs: =g A P,Is A =P, 15 A P.
Among these, I A =P is empty. Next, we consider I; and compute intersections with the remaining
ECs: =I; A (=lg AP),I7 A (=l AP),.... We find that even after converting the SMT constraints of
policy and intent into bit-vector constraints and employing an SAT solver to check the satisfiability
of each constraint, the search space remains large due to the involvement of up to 100 intents.

Therefore, we adopt Binary Decision Diagrams (BDDs) to compactly represent bit-vectors instead
of using the SAT solver. The insight is that BDDs allow more efficient re-use of intermediate results
for incremental computation. BDD is a directed acyclic graph (DAG) with terminal nodes (true
and false) and variable nodes. Each variable node assigns a Boolean variable x, with two outgoing
edges: a solid line and a dashed line, representing true and false assignments, respectively. Each
path from the root to the “true” terminal node represents a truth assignment of the constraint.
For clarity, we illustrate the benefits of BDDs with a simple example. Consider two formulas: (1)
11%x%A1x0* and (2) 11**xAT*0*xA*100. After computing formula (1) with BDDs, we obtain a BDD
representing 110*. When computing formula (2), we can reuse the existing BDD and incrementally
compute 110*A*100. In contrast, although SAT solvers support push/pop operations, they still
need to consider the full formula (2) and only leverage learned clauses to accelerate the search,
which is generally less efficient than BDDs. We now consider the scenario of computing ECs.
Fig. 7 shows the BDDs of P, I and —[¢ AP respectively. When . 500« & -LAP: @)
computing I; A (=l A P), BDD avoids recomputing =g AP.  \V01*0 01*0 /
Instead, BDD compactly represents the solution space of 1
—Is A P so that I; operates directly on it.

Is:
000% ;

We will show that our approach reduces the number of &)
intents by one order of magnitude (§6.2) and speeds up intent
reduction by one to four orders of magnitude compared with

SMT solvers (§6.3). Moreover, in our approach, using BDD
to represent bit-vectors is one to two orders of magnitude Fig. 7. The binary decision diagram

faster than using SAT solver (§6.5). (BDD) for P, I and I A P, respectively.

Proc. ACM Softw. Eng., Vol. 3, No. FSE, Article FSE059. Publication date: July 2026.



FSE059:10 N. Kang et al.

I/0

N A
G Access ccess @
Control Policy AccessRefinery Control Intents

AN
Intent Miner (§v) Intent Reducer (§v1)

{ 2

‘ Multi-round Constraint Preprocessor (§1V) ‘

Driver Model
]
[}
|
[}
I
[}
I
I
I
I
I
I
I
I
[}
I
I
I
I
[}
I
]
[}
I
I
I
[}
I
I
I
I
I
I
I
I
[}
|
I

Fig. 8. The workflow of AccessRefinery.

3.2 Workflow of AccessRefinery

AccessRefinery mines the intents of an IAM policy, as shown in Fig. 8. It takes the IAM policy as input
and produces the corresponding set of intents. To achieve this, AccessRefinery consists of three
major modules: the Intent Miner, the Intent Reducer, and the Multi-round Constraint Preprocessor
(MCP). Among them, MCP decouples the underlying Boolean operations from the higher-level
application logic, which abstracts the low-level operations and allows the upper-layer algorithms
to focus solely on their logic. AccessRefinery is fully automatic, requiring no operator intervention,
and its workflow is as follows:

AccessRefinery first initializes MCP, which (1) automatically collects all variables according to
their type, e.g., regular expressions and IP prefixes; (2) maps them to the corresponding operable
data structures, e.g., automata and BDDs; (3) maps each operable data structure (e.g., automata
and BDDs) to a unified superclass based on language features, e.g., polymorphism in Java; and (4)
consistently applies the EC partitioning algorithm.

Then, Intent Miner generates a set of raw (non-reduced) intents based on the input policy. It
adopts the existing stratified framework [4], but instead of directly using SMT solvers, it relies on
MCP for faster multi-round SMT solving.

Finally, Intent Reducer generates a minimum set of intents from the set of raw intents, such
that they can still cover all raw intents. Intent Reducer achieves this by modeling a min-set-cover
problem, which MCP transforms into a min-set-cover problem over a finite set, and solving it with
an Integer Linear Programming (ILP) solver [24].

We highlight that MCP differs from existing approaches by employing a two-level encoding
scheme. First, MCP encodes each domain label using a data structure appropriate for its type:
strings are represented using regular expressions, prefixes using BDDs, ranges using red-black
trees, and enumerated variables using sets (first level). MCP then partitions equivalence classes
and encodes them into BitVectors. These BitVectors are subsequently represented as BDDs (second
level), and all SMT solving is performed as Boolean operations on this second-level BDD.

In contrast, prior work [13] directly partitions equivalence classes for IP addresses and then
performs single-domain operations on the set of equivalence classes for IP prefixes. Margrave [21]
maps strings directly to BDDs by encoding each character as a separate BDD variable; the entire
string is represented as the conjunction of these variables. All subsequent operations are performed
directly on this BDD, which supports only exact string matching and does not support regular
expressions or multi-round SMT solving for acceleration.

4 Design Details
4.1 Multi-round Constraint Preprocessor (MCP)

Given the fundamental role of Multi-round Constraint Preprocessor (MCP) in both intent mining
and reduction, we first introduce the design of MCP.

The APIs. MCP hides the details of calculating ECs for each domain and encoding them as BDDs,
allowing upper-layer applications to focus on their own logic. For example, Fig. 9 illustrates the use

Proc. ACM Softw. Eng., Vol. 3, No. FSE, Article FSE059. Publication date: July 2026.



AccessRefinery: Fast Mining Concise Access Control Intents on Public Cloud FSE059:11

/* Declare the domain values. */

MCP mcp = new MCPFactory();

mcp.addValue("Res", REGEXP, "dept*/userl.txt");
mcp.addValue ("Res", REGEXP, "deptl/user=*.txt");
mcp.addValue("IP", PREFIX, "112.0.0.0/24");
mcp.addValue ("IP", PREFIX, "113.0.0.0/24");

/* Extract theory redundancy.*/
mcp.partitionECs ();

/* Multi-round SMT solving. */

BDD res1l = mcp.getValue("Res", "deptx/userl.txt");
BDD res2 = mcp.getValue("Res", "deptl/user=*.txt");
BDD ip1 = mcp.getValue("IP", "112.0.0.0/24");
BDD ip2 = mcp.getValue("IP", "113.0.0.0/24");

BDD s1 = (resl.or(res2)).and(ipl.or(ip2));

BDD s2 = resl.not().and(ip1);

BDD s3 = res2.not().and(ip2);

BDD policy = s1.diff(s2).diff(s3);

BDD intent6 = resl.and(ipl);

if (policy.and(intent6.not()).sat() == true) {...}

Fig. 9. An example usage of MCP.

of MCP to solve -l A I; without exposing the underlying details. The APIs of MCP are explained
as follows:

e AddValue(Domain, Type, Value) defines a variable in Domain with the specified Type and
Value. For IAM policies, supported types include REGEXP (e.g., the Resource key), PREFIX
(e.g., the IpAddress key), RANGE (e.g., the DateGreaterThan key), and ENUM (e.g., the Action
key).

e PartitionECs() partitions all values into ECs for each domain and maps each label to its
corresponding ECs. This function is called after all domain values have been declared.

e GetValue(Domain, Value) returns the BDD representation of a Value in a Domain. SMT
solving over labels is equivalently converted into BDD operations.

Definition of Equivalence Classes. A label is denoted as [ = false if it is a contradiction, e.g., [ =
112.0.0.0/24 A 113.0.0.0/24, and as [ = trueif it is a tautology, e.g., [ =0.0.0.0/0.
Following [50], we define ECs as follows:

DEFINITION 1. Given a set of labels L, a set of equivalence classes C = {c1, ..., cn} satisfies:
i) ¢; # false Vi e {1,...,N},

i) VN, ¢; = true,

iii) ¢; A cj = false, ifi # j,

iv) Eachl € L, 1 # false, can be expressed as the disjunction of a subset of equivalence classes:

l= v ¢, M) c{1,....N},
ie M(1)

v) N is the minimal number that the above conditions hold.

The above definition induces a mapping M : £ — 215N} from label to its corresponding
ECs. For example, M(deptx/user1) = {0, @}. This decomposition is unique for any [ € £ [50].
Crucially, logical operations over labels are reduced to efficient set operations: M(l; A L) =

ML) N M(ly), MLy Vv L) = M(ly) U M(1)[50].
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Algorithm 1: Compute ECs for a single domain

Input :L:the set of labels.

Output :C: the set of equivalence classes for £.  M: the mapping from label to its ECs.
1 Function ComputeSECs(L):

2 C « {true}

3 foreach [ € £ do

4 C' < {}

5 foreach c € C do

6 L C' —C U{lAcIA=c} > calculating equivalence classes
7 | C<C

8 foreachl e L,ce C do

9 if [ A ¢ # false then

10 L M(l) — M) U {id(c)} > calculating the mapping from label to its ECs
11 | return c,M

Computation of Equivalence Classes. After collecting all values for each domain, we calculate
the EC and mapping M as follows:

Step (1) Domain-Specific Label Representation. Partitioning ECs requires Boolean operations,
e.g., conjunction (A) and negation (—). However, labels cannot directly perform this operation.
For example, 113.0.0.0/24 A= 112.0.0.0/24 cannot be represented as a single CIDR block.
Therefore, we map each label to a corresponding data structure that supports equivalent Boolean
operations.

e Regexp labels are mapped to automatons [27]. An automaton is a finite-state machine capable
of recognizing patterns described by regular expressions. For example, dept*/user1.txt Vv
dept*/user2. txt is represented as an automaton that accepts both patterns.

e BitVec labels are mapped to nodes in a Binary Decision Diagram (BDD) [2], a data structure
used to represent Boolean functions. For example, 112.0.0.0/24 A—~112.0.0.128/25 results
in a BDD representing the IP range 112.0.0.0/25.

e Range labels are mapped to nodes in a balanced binary search tree (BST) [28]. For example,
[9, 18) v [19, 24) results in two disjoint intervals, represented as two nodes in the tree.

e Enum labels are mapped to sets, i.e., collections of unique elements. For example, ListBucket
V CreateBucket results in a set with two elements.

Step (2) Domain-Independent ECs Partitioning. For a given set of labels L, Algorithm 1 generates
the set of ECs C and the mapping M. Specifically, Line 2 initializes the current set of ECs with the
true label. In Line 3, it iterates over each label | € L. For each label | and each current EC ¢ € C, it
computes the conjunctions [ A ¢ and I A —¢ (Line 6). Only non-empty results are included in the
current EC set. Line 7 updates C with the new ECs for the next iteration. Lines 8-10 construct the
mapping M by associating each label | with the set of ECs. Finally, C and M are returned.

Many prior approaches [13, 50] employ a similar approach to partition equivalence classes (ECs).
However, they are limited to EC partitioning over IP prefixes. Our approach differs from previous
work in that we use labels representing abstract semantics. By mapping variables of different types
to corresponding operable data structures, we then perform EC partitioning on a unified abstract
representation.

Proc. ACM Softw. Eng., Vol. 3, No. FSE, Article FSE059. Publication date: July 2026.



AccessRefinery: Fast Mining Concise Access Control Intents on Public Cloud FSE059:13

Label Encoding. After calculating the mappings from label to ECs, we encode SMT constraints
over labels as follows:

Step (1) Encoding EC as Bit-Vectors. Suppose there are m domains, and the k-th domain contains
Ny ECs. We adopt binary encoding, where the total number of bits required is 3.7, [log, (Nx)]. Each
domain is assigned a unique range Position(k) = [Z’;;ll [log,(N;)T+1, Zf:l [log, (Nj)'|]. We
next define V (i, k) as a bit-vector encoding the i-th EC in the k-th domain. Let binary(a, b) denote
the bit-vector representing the range from integer a to b. For example, binary(0,2) = 0x Vv 10.
Then, V (i, k) assigns binary(i, i) to the bit range specified by Position(k). For all other domains
J # k, the bits in their respective ranges Position(j) are set to binary(0, N; — 1), where Nj is the
number of ECs in domain j.

Step (2) Encoding labels as BDDs. Each label I belongs to a specific domain k and has corresponding
ECs My (l). Let B(v) return the BDD for the bit-vector v. Then, the BDD encoding of label [ is

F(D) = Viemony B(V Q. K)).

THEOREM 1. Let l; and I, be labels, and let o € {A,V,\,=, &} be a Boolean operation. Then,
F(lhol) =F (1) o F(ly) and F(=ly) = =F (I1) both hold.

ProoF SKETCH. Mapping each domain label to its corresponding operable data structure pre-
serves the equivalence of Boolean operations, as established in [2, 32, 39, 44] for Regexp, BitVec,
Range, and Enum, respectively. Furthermore, encoding equivalence classes (ECs) as bitvectors also
preserves the equivalence, since each domain is assigned a non-overlapping segment of the bitvector,
ensuring a one-to-one correspondence between the ECs and their bitvector representations. O

4.2 Intent Miner

In this section, we show the goals that high-quality intents should satisfy, and then describe how
to generate such intents.

Goals. To satisfy soundness, precision, and conciseness, we define the following properties, inspired
by [4]. Recall that o(P), (1), 0(S) denote the set of allowed requests of the policy, intent, and set
of intents, respectively.

¢ Soundness (Coverage): The set of intents must cover all allowed requests:
o(P) c a(S) (5)

e Precision (Irreducibility): Each intent captures a unique part of the policy and cannot be
further refined:

VieS, 3are o) no(P), Vo(I') Co(l), r ¢ o(I') (6)

e Conciseness (Minimality): No intent is redundant with respect to the others:

VIeS, o) Na(P) ¢ U o(I') N o(P) @)

I'eS I+l

We highlight that our definition of minimality is stricter than in prior work [4], which only
analyzes the mutual inclusion relationship between two intents.

Intent Mining. Intent Miner adopts a stratified analysis approach to ensure both coverage and
irreducibility. While this approach is inspired by Access Analyzer [4], we replace its underlying
SMT solver with our customized MCP engine. Specifically, Intent Miner initializes a worklist set
containing a single element, i.e., the universe intent, and an empty result set. We then iteratively
process the worklist: for each current intent, we remove it from the worklist and enumerate all its
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maximal subsets via Child(I). These maximal subsets are defined as intents included by the current
intent and not implied by any other intent, where I’ < I means o(I') C o(I).

Child(I) 2 {I' | < IAVI”. =(I' < I” < )} ®)

Next, Intent Miner checks Formula 4. If Formula 4 is satisfiable, we add it to the result. If the
formula is unsatisfiable, we add all proper subsets of the current intent to the worklist. This process
repeats until the worklist becomes empty. According to [4], the result satisfies both coverage and
irreducibility.

4.3 Intent Reducer

In this section, we first formulate the task of selecting a minimal subset of intents as a min-set-cover
problem. We then describe how this problem is reduced to a finite instance using ECs, and finally
solved using an Integer Linear Programming (ILP) solver[24].

Problem Formulation. Let the set of candidate intents be S = {I;,I,...,1,}, generated by Intent
Miner. These candidate intents satisfy both coverage and irreducibility [4].

However, the number of intents is often large, motivating the need to select a smaller subset.
Removing intents may lead to a loss of coverage, as some requests allowed by the policy might no
longer be covered. Fortunately, irreducibility is preserved under subset selection:

LEmMA 1. IfS is irreducible, then any non-empty subset S’ C S is also irreducible.

Proor SKETCH. We prove it by contradiction. Assume that a non-empty subset S’ C S is reducible.
Then, (1) 3" € §’ such that Vr € o(I') N o(P), Jo(I)” < o), r € o(I""). However, since S
is irreducible and I’ € S (because S’ C S), the irreducibility condition demands that (2) 3r €
o(I") N o(P) such that Vo (I)"” € o(I)’, r ¢ o(I""). This leads to a contradiction between (1) and (2).
Hence, all non-empty subsets of S must be irreducible. O

We now formally state our goal:

ProBLEM 1. Given S = {Iy,...,1,,} and a target P, find a minimal S’ C S such that o(P) C o(S’)
and |S’| is minimized.

Problem Solving. We solve the above problem as follows.

Step (1) Converting problem on finite sets. To handle potentially infinite policies and intents, we
define a label set L = {P,13,...,1,}, encode each element in £ using MCP, and partition the request
space (i.e., the policy and intents) into ECs using Algorithm 1. Recall that M (P) and M(I;) denote
the set of ECs of policy P and intent I;, respectively. Thus, Problem 1 is reduced to the following
finite variant:

ProBLEM 2. Given {M(Iy),..., M(1,)} and M(P), find a minimal subset S such that M(P) C
M(S).

Step (2) Solving problem via ILP Solver. In our datasets, since each policy and intent maps to only
a small number of ECs, we can solve Problem 2 exactly using ILP solver[24]. Let x; € {0, 1} indicate
whether intent I; is selected. The ILP formulation for Problem 2 is:

n
minimize in 9)
i=1
subject to Z xi|>1, Vcj e M(P) (10)
ic;e M(L)
x;€{0,1}, Vi=1,...,n (11)
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5 Experiment Setup

Implementation. We implement AccessRefinery with ~5k lines of Java code, which includes three
major components: Intent Miner, Intent Reducer, and Multi-round Constraint Preprocessor (MCP).
For the MCP, we implement two methods to solve the bit-vector constraints, one based on an SAT
solver, i.e., MiniSAT [15], and one based on a BDD solver, i.e., JavaBDD [48], and refer to them as
AccessRefinery(MiniSAT) and AccessRefinery(JavaBDD), respectively.

Datasets. We conduct experiments on both real-world and synthetic datasets.

To compare with our Intent Reducer, we also implemented two baselines. Both baselines follow
the Intent Reducer algorithm. The only difference is that they use an SMT solver (Z3 or CVC5) to
partition the ECs of the policy and intents. We refer to them as Baseline (Z3) and Baseline (CVC5).

i). Real-world datasets include 506 policies collected over one year from a customer of a large
cloud provider (anonymity requirements). Each policy has 1 to 12 statements, each with 5 to 8 keys
and 5 to 20 distinct values.

ii) Synthetic datasets 1 for the correctness experiment. To fully test correctness, these datasets
cover all possible relationships between values: v; = v, (equal), v; C vz or v; C v; (overriding),
01 Ny # 07 (overlapping), and v; N v, = 0 (disjoint). Specifically, we synthesized policies containing
two statements, each involving two keys, as two keys suffice to test all value and statement
relationships. Since many value combinations are redundant, we selected 12 representative datasets
(shown in Table 1) that cover all possible relationships. We also include value complements, denoted
by vg4, such as NotResource.

Table 1. Categories of Policies for Correctness Testing

Intent Category Relation Category Logical Conditions

Allow & Allow Equal U =03, Up =0

Allow [ky=01, kz=0v;], Overriding v =u3, 03 C 0y

Allow; [ k1=uvs, ka=04 | Overlapping1 uyNus#0, vy C oy
Overlapping?2 Nz #0, v2Nog 0
Disjoint vpNous=0, v;Nog #0

Allow & Deny Equal U =03, Uy =04

Allow [k1=01, ka=02], Overrdingl1 v =03, U2 C Oy

Deny, [ k1=03, ko=04] Overrding?2 v =03, 04 C Oy
Disjoint vyNos=0, vNog # 0

Allow & Deny (Comp.) Overlappingl opNos #0, vy C oy

Allow [ k=01, kz=0,], Overlapping?2 uNus#0, vy C oy

Deny, [k1=03, ky=04] Disjoint uyNu3=0,02Nog #0

iii) Synthetic datasets 2 for the scalability experiment. To avoid performance bias, these datasets
are designed to (1) cover all possible relationships between values, (2) use keys consistent with
those in real-world datasets, and (3) vary the number of statements to assess scalability. Specifically,
we generated datasets with 5 and 6 keys, based on our real-world datasets and prior work [16].
In the 5-Key datasets, three keys (Principal, Action, and Resource) have equal values; one key
(SourceArn) has pairwise disjoint values; and another key (PrincipalArn) has pairwise overlapping
values. In the 6-Key datasets, we add an additional key (IpAddress) with pairwise overriding values.
For both settings, we vary the number of Allow statements from 1 to 15.

2For simplicity, this notation indicates intersection, i.e., o1 N vy # 0, v /v, # 0, and vy/v; # 0.
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Baselines. To compare with Intent Miner, we re-implement Access Analyzer proposed by AWS, with
approximately 5k lines of Java code. AWS Access Analyzer [4] is not open-sourced, we therefore
reproduce it for a consistent environment setup. To the best of our knowledge, Access Analyzer [4]
is the only state-of-the-art intent-mining tool. Access Analyzer is built on Zelkova [5], which relies
on an SMT solver. We also reproduced Zelkova and integrated it into Access Analyzer. To enable
a more comprehensive comparison, we replace the underlying SMT solver with CVC5 and Z3,
respectively. The original paper uses Z3 [11] as the SMT solver, and is efficient for the bit-vector
theory [43]. CVC5 [6], another SMT solver, generally performs better on string theory [37]. We
refer to these two implementations as Access Analyzer (Z3) and Access Analyzer (CVC5). Moreover,
Quacky [17] uses the ABC solver [3] as its underlying engine, which is primarily designed for
model counting. The performance of ABC for satisfiability solving is generally slower than that of
CVC5 and Z3. Therefore, we do not present results for Access Analyzer using ABC as its underlying
solver. Additionally, AWS provides an online Command Line Interface (CLI) [1] for Access Analyzer,
which we use to validate the correctness of our re-implementations. Specifically, for the 6-Key
dataset with 11 to 15 statements, both versions time out (>1 hour). Both versions produce identical
intents on Correctness, 5-Key and 6-Key datasets.

All experiments run on a Linux server with two 16-core Intel Xeon Gold 6226R CPUs @2.9GHz
and 256G memory. Additionally, the timeout for each experiment is set to 1 hour.

6 Experiment Results

In the following, we evaluate AccessRefinery to answer six research questions:

6.1 Is AccessRefinery (including MCP, Intent Miner and Intent Reducer) correct?
We validate the correctness of AccessRefinery as the following.

Correctness of MCP. To ensure that the satisfiability results produced by MCP and SMT solver are
equivalent, we conducted a series of basic Boolean operations tests (available in our source code),
as follows: (1) Nested expressions: (A A B) V (=A A C); (2) Implication chains: (A — B) A (B — C);
(3) Distributive law: AA (BV C) vs (AA B) V (A A C); (4) De Morgan’s laws: —=(A A B) vs =A V —B;
(5) Tautology and contradiction: A V —A (tautology) and A A —A (contradiction); (6) Ternary logic /
cyclic implications: (A — B) A(B — C)A(C — A), verified against A <> B < C; (7) Bi-implication:
(A A B) & (CV —A); (8) All variables false: =A A =B A =C; (9) All variables true: A A B A C; (10)
Complex combination: (AV B) A (=AV C) A (=B V =C). All tests successfully verified the expected
satisfiability behaviors, confirming that MCP correctly computes Boolean satisfiability.
Correctness of Intent Miner. We compared the intents produced by AccessRefinery (without
intent reduction), our re-implementation of Access Analyzer, and the AWS Access Analyzer via the
CLI APIL On synthetic datasets, all three produce the same set of intents. On real-world datasets,
due to privacy constraints, we only compare AccessRefinery with our re-implementation of Access
Analyzer, and they also produce the same set of intents. Fig. 10 shows the number of intents returned
by these tools, which further confirms the correctness of MCP.

ap - Real-world 5 [ Synthetic
Z . 4
£ 40 2
5 [pnllll all
o
20 o 00 naun
0 100 200 300 400 500 0 2 4 6 8 10 12

The ID of datasets

Fig. 10. The number of intents generated by AccessRefinery, our re-implementation of Access Analyzer, and
AWS Access Analyzer via the CLI API for mining intents.
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Correctness of Intent Reducer. The oracle may use an SMT solver to enumerate all intent sets
covering the original policy and select the minimal one. However, since this is slow and even time
out (>24 h), we instead use an SMT solver to check that Intent Reducer satisfies (for real-world and
synthetic datasets 1 & 2): (1) The reduced intents fully cover the policy; (2) Removing any intent
from the reduced intents causes the remaining intents to no longer cover the policy.

Answer to RQ1: MCP shows same satisfiability with SMT solver. Intent Miner produces the
same intents as Access Analyzer. Intent Reducer produces the minimal intents that still cover the
original policy.

6.2 Can AccessRefinery reduce the number of intents?

Fig. 11 shows that, for real-world datasets, the number of intents can reach up to 80, while for syn-
thetic datasets, it can reach up to 225 intents. These correspond to the original policies containing 5
and 15 statements, respectively. For both real-world and synthetic datasets, AccessRefinery reduces
the number of intents by up to one order of magnitude. In both types of datasets, the reduc-
tion becomes more significant as the number of Allow statements increases. This suggests that
AccessRefinery can effectively handle more complex policies.

-©- Before Reducing After Reducing

@ 80 — Real-world 102 = 5-Keys 6-Keys
= 60
2
2 40 10!
< 20
= 0 et 10° «-/» ) L
150 300 450 3 6 9 12 15 0 3 6 9 12 15
The ID of datasets # of allow statements

Fig. 11. The number of intents generated before reducing intents and after reducing intents. Note that the
x-axis for the synthetic datasets represents the number of allowed statements.

Answer to RQ2: AccessRefinery can reduce the number of intents by up to one order of magnitude
for both real and synthetic datasets.

6.3 Can AccessRefinery speed up intent mining and reduction by using MCP?

For the intent mining, Fig. 12 shows that AccessRefinery is faster than Access Analyzer (Z3) by one
to two orders of magnitude, and faster than Access Analyzer (CVC5) by one to three orders of
magnitude on both the 5-Key and 6-Key datasets. Although Access Analyzer (CVC5) is initially
faster than Access Analyzer (Z3), its performance degrades as the number of allowed statements
increases. This is because Z3 handles formulas involving set intersections and bit-vector[43] theory
more efficiently on our datasets.

For the intent reduction, Fig. 13 shows that AccessRefinery outperforms both Baseline (Z3) and
Baseline (CVC5) by one to four orders of magnitude on the 5-Key and 6-Key datasets. Note that
Baseline (CVC5) times out with 12 statements on the 5-Key dataset and 8 statements on the 6-Key
dataset, while AccessRefinery can still reduce intents within ~10 s even with 15 statements.

Answer to RQ3: For the intent mining, AccessRefinery achieves a speedup of one to two orders of
magnitude, and for the intent reduction, it achieves a speedup of one to four orders of magnitude.
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Fig. 12. The total time of mining intents for synthetic datasets.
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Fig. 13. The total time of reducing intents for synthetic datasets.

6.4 How does AccessRefinery perform on real-world datasets?

Since we have previously analyzed the time for individual policies, we now present the cumulative
time to better evaluate how AccessRefinery handles a large number of policies in real-world scenarios.
Fig. 14 compares the cumulative time for both the intent mining and intent reduction stages. Using
Z3, Access Analyzer (Z3) and Baseline (Z3) require approximately 5983.6s and 2109.1s, respectively,
to process 506 policies. With CVC5, which is relatively more efficient at handling string constraints,
Access Analyzer (CVC5) and Baseline (CVC5) still require around 912.3s and 3401.1s, respectively. In
contrast, AccessRefinery completes both stages in just 64.2 and 20.2s, respectively. We clearly observe
performance spikes in Access Analyzer (Z3) and Baseline (Z3) during both stages. This is primarily

*%

due to the presence of many website-related values, such as patterns like “www.example”.

— Access Analyzer(Z3) — Baseline(Z3)
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Fig. 14. The cumulative time of the intent mining stage and the intent reduction stage for real-world datasets.
The runtime of AccessRefinery is not visible in the figure as it is minimal: 64.2s and 20.2s, respectively.

Answer to RQ4: For the real-world dataset of 506 policies, AccessRefinery achieves substantial
speedups over the baselines, being up to 15 X faster in the intent mining and up to 170 X faster in
the intent reduction.
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6.5 s SAT or BDD better for intent mining and reduction?

For intent mining, using JavaBDD is 1-6 X faster than using MiniSAT * (For clarity, the figure is
omitted.). This improvement mainly comes from solving Formula (4). For intent reduction, using
JavaBDD allows our method two orders of magnitude faster than using MiniSAT, as shown in Fig. 15.
Moreover, when processing 14 statements under the 5-Keys and 6-Keys settings, the MiniSAT-based
version times out, while the JavaBDD-based version finishes in 100s.

& AccessRefinery(MiniSAT) ¢ AccessRefinery(JavaSAT)
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Fig. 15. The total time of reducing intents for synthetic datasets.

Answer to RQ5: Our method based on BDD is orders of magnitude faster than that based on
SAT for both intent mining and reduction.

6.6 How does AccessRefinery accelerate single-round solving in multi-round SMT
solving compared to SMT solvers?

Due to the limited scalability of SMT solvers, we applied a minor optimization to reduce the number
of solving rounds. In the 5-Key dataset, three of the keys share identical value domains; therefore,
we assigned specific values to these domains for the root intent in Intent Miner, instead of using
wildcards (*). It was not applied to AccessRefinery, which already achieves high efficiency without
additional optimization.

Table 2. Average Time of Single-Round Boolean Solving (Z3, CVC5, MCP) and Preprocessing Time of MCP
on the 5-Key Dataset.

# of allow # of . The time of . The time of MCP
tat, i d single-round Boolean solving .
statements rounds 73 CVCs MCP preprocessing
3 64 192.1ms 27.9ms 77.5 us 54.5ms
6 196 756.2 ms 2543 ms 64.4 s 189.7 ms
9 400 1517.2ms 987.0 ms 104.1 ps 394.3 ms
12 676 3122.2ms 4979.3 ms 190.2 ps 1011.7 ms
15 1024 4545.8 ms timeout 274.5 us 1741.5ms

Table 2 shows that for the SMT solver Z3, the average solving time per round ranges from
192.1 ms to 4545.8 ms, while for CVCS5 it ranges from 27.9 ms to 4979.3 ms. In contrast, AccessRefinery
employs MCP that extracts theory redundancy in 54.5 ms to 1741.5 ms. After preprocessing, the
average solving time per round is reduced to only 77.5 us to 274.5 us. These results demonstrate
that pre-extracting theory redundancy significantly enhances the efficiency of each solving step.
Furthermore, Table 2 reveals that the number of solving rounds increases sharply with the number

3Incrementally computing ECs requires clause deletion, which is not efficiently supported by existing approaches. Maintain-
ing derivation information for learned clauses [30, 35] or using assumption variables [14, 20] both incur non-negligible
overhead. Therefore, we do not use an incremental setting in the MiniSAT solver.
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of policy statements, further highlighting the scalability advantage of AccessRefinery. Note that
although our redundancy extraction is faster than CVC5 in a single round, this does not necessarily
mean that we outperform CVC5. The main reason is that real-world regular expressions are
generally not very complex. CVC5 may be more efficient when handling very complex string
constraints.

Answer to RQ6: Through preprocessing SMT constraints, AccessRefinery reduces the time of
single-round SMT solving from seconds to milliseconds.

7 Discussion
In this part, we discuss the limitations and scopes of Multi-round Constraint Preprocessor (MCP).

Limitations. MCP significantly improves performance over SMT [12] solvers, but it has two main
limitations. First, MCP is mainly designed for multi-round SMT solving with predefined values.
If a problem only needs to be solved once, MCP may not outperform an SMT solver. Second, the
theories supported by MCP are still limited. It only supports a limited set of types, including strings,
bit-vectors, ranges, and enumerations. Also, it currently does not support string concatenation,
arithmetic, or quantified logic [7]. Extending MCP to support more theories and logics is a valuable
direction for future work.

Scopes. Even though MCP currently targets specific theories, we tentatively think that MCP can be
applied to domains beyond IAM, including: (1) Access Control Lists (ACLs) [51] that filter or redirect
packets based on five tuples (source/destination port, source/destination IP, protocol number); and
(2) routing policies [40] that filter or modify routes based on a set of attributes (AS path, community
tags, local preference, etc.). For example, MCP supports the modeling of ACLs by representing ports
as ranges, IPs as bit-vectors, and protocol numbers as enumerations. Moreover, analyzing ACLs
for misconfigurations or redundancies also involves multi-round solving [51], and can potentially
benefit from using MCP.

8 Conclusion

We propose AccessRefinery to fast mine concise intents from complex cloud IAM policies. Specifically,
AccessRefinery uses Multi-round Constraint Preprocessor to accelerate multi-round SMT solving and
applies Intent Miner to mine the raw intents and Intent Reducer to reduce intents from the raw
intents. We evaluate AccessRefinery on both real-world and synthetic datasets against the state-
of-the-art approach. Experimental results show that AccessRefinery achieves ~10-100 X speedup
compared to SMT-based methods, while reducing the number of mined intents ~10 X.
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archived on Zenodo [36]. We cannot release the real-world datasets due to customer permissions,
as they contain confidential information. The replication package includes:

e The implementation of AccessRefinery;

e The reproduced implementation of Access Analyzer;

e Scripts for invoking Access Analyzer via AWS Command-Line Interface (CLI);
o Two synthetic datasets derived from real-world cases.
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